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Executive summary
This document is composed by two main Sections: “Biometric systems performance assessment 2018” and
“Biometric systems performance assessment 2019”. It reports the two performance evaluations held during
PROTECT project. In 2018, the performance assessment was performed on the PROTECT multi-modal dataset
v1, the database collected during the first biometric acquisition campaign. In 2019, a second evaluation was
held. The latter was performed on the data collected during the second biometric acquisition campaign and
also includes the scenario evaluation of the demonstrators.

Biometric systems performance assessment 2018
In Section “Biometric systems performance assessment 2018”, the “technical performance testing” on the
PROTECT multi-modal database v1 is reported.
The aim of this first database evaluation is to define the baselines that will guide the development and testing
of the biometric recognition methods to be used in PROTECT final system. The biometric systems are first
evaluated individually, the results in terms of ZeroFMR and FMR1000 are reported in Table 1.
Table 1: Single-modality performance evaluation results.

Biometrics
2D Face VIS
3D Face RGB
3D Face Depth
Thermal Face
Iris VIS
Periocular VIS
Finger Veins
Wrist Veins
Hand Veins
Anthropometrics

ZeroFMR [%]
39.49
0
100
72.13
65.25
35.33
56.8
25.05
0.24
18.66

FMR1000 [%]
24.82
0
100
73.91
45.96
31.96
11.83
19.89
0.25
4.44

The biometric traits are then grouped for multi-modal evaluation. The selection of the biometrics to fuse is
based on the outcome of D5.2 where biometric traits are matched according to the demonstrator in which
they will be used. The current matching biometrics-demonstrator is summarized in Table 2 and could possibly
change in the future to reflect the decisions that will be made during system development and testing.
Table 2: Overview of the biometric solutions to be included in the two demonstrators. From D5.2.

Type A
Air / Sea Border

Demonstrators:

Type B
Land Border

Sensor Type

Fixed

Mobile

Fixed

Mobile

2D Face VIS

✓

-

-

-

2D Face NIR

✓

-

-

✓

3D Face

✓

-

✓

-

Thermal Face

-

-

✓
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Iris NIR

-

-

-

✓

Iris VIS

-

-

-

-

Periocular VIS

✓

-

-

-

Periocular NIR

✓

-

-

-

Finger Veins

-

-

✓

✓

Hand Veins

-

-

✓

✓

Voice

-

-

-

✓

Anthropometrics

✓

-

-

-

Sample quality has been assessed for each biometric trait, and the quality scores have been integrated in the
fusion. The results of multimodal evaluation on the PROTECT database are reported in Table 3.
Table 3: Multimodal evaluation results.

Fusion
All systems
Air/sea border
Land border

EER [%]
0
0
0

ZeroFMR [%]
0
0
0

FMR1000 [%]
0
0
0

Biometric systems performance assessment 2019
This Section reports:
-

The second technical performance testing based on the data collected during the second acquisition
campaign: PROTECT multi-modal dataset v2.

-

The scenario evaluation based on data collected by the developed demonstrators.

Technical performance testing: Table 4 summarizes the results obtained for single-modality evaluation. It
also reports the performance values assessed after applying data augmentation. The latter has been adopted
in order to widen the pool of data end ensure more reliable performance assessment.
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Table 4: Summary of single-modality evaluation and comparison with the performance values achieved on the
augmented data.

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

3D face, walk-through scenario
Original
Augmented data
0.0074
0.0075
0.0299
0.0353
0.1003
0.1102
3D face, drive-through scenario
Original
Augmented data
0.0328
0.0216
0.0384
0.0251
0.5830
0.5746
Thermal face
Original
Augmented data
0.1052
0.0828
0.4752
0.3398
0.5555
0.4177
Finger veins
Original
Augmented data
[0.0005, 0]
0.0003
[0.0042, 0]
0
[0.0085, 0]
0.0051
Hand veins
Original
Augmented data
[0.1385, 0.1746]
0.1580
[0.2277, 0.3571]
0.2827
[0.2768, 0.4866]
0.5436
Anthropometrics
Original
Augmented data
0.0298
0.0247
0.1159
0.1037
0.3514
0.3375
2D face VIS
Original
Augmented data
0.0179
0.0219
0.0518
0.0513
0.0956
0.0963
2D face NIR
Original
Augmented data
0.0705
0.0752
N/A
N/A
N/A
N/A

Along with data augmentation, another approach is also tested for multimodal evaluation in order to increase
the number of comparisons on which the system is tested and provide more reliable results: missing score
imputation. This technique aims at predicting the missing scores for a system from the k-nearest tuples of
scores of the remaining multibiometric system. While data augmentation has proved to work well, missing
score imputation led to poor performance, probably because of the high number of scores to be predicted.
Table 5 summarizes some of the results obtained for multimodal evaluation. However, more experiments
were carried out and the results are reported in the document.
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Table 5: Summary of multimodal evaluation

Walk-through, data augmentation
Drive-through, data augmentation
Walk-through, missing score imputation
Drive-through, missing score imputation

EER
0.0372
0.0030
0.0433
0.0158

FMR1000
0.5069
0.0102
0.0433
0.0664

ZeroFMR
0.9093
0.0227
0.9148
0.5387

Scenario evaluation:
On the occasion of the land border demonstration held in Ketrzyn, Poland, on 27 th-28th June 2019, both
demonstrators, namely the walk-through and the drive-through corridors, were deployed. This allowed
testing both systems and recording the information needed (system logs and manually annotated
information) to perform the scenario evaluation.
The obtained results are summarized in Table 6 to Table 10.
Table 6: Failure to enrol rates for the enrolment kiosk.

Biometric trait

FTE

2D face in visible light
2D face in near infra-red light
Thermal face
Periocular in visible light
Periocular in near infra-red light
Finger veins
Anthropometrics
2D face on mobile phone

0%
0%
0%
0%
0%
13%*
13%
0%

Table 7: FNM/FNMR analysis. The table reports the EER for each biometric trait in the walk-through demonstrator.
Control

Rucksack

Coat

Suitcase

Run

Looking
away

0%

0%

0%

0%

0%

0%

2D face RGB

14.84%

13.25%

0%

21.54%

0%

25.82%

2D face NIR

16.04%

15%

22.50%

12.55%

20.53%

20%

Periocular RGB

41.43%

36.67%

55%

33.64%

36.67%

57.27%

Periocular NIR

55.84%

27.92%

14.29%

28.57%

26.79%

57.14%

Anthropometrics

33.33%

36.67%

83.33%

29.17%

\

38.10%

2D face Veridos
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Table 8: FAR/FRR analysis. The table reports the EER for each biometric trait in the walk-through demonstrator.
Control

Rucksack

Coat

Suitcase

Run

Looking
away

2D face Veridos

12.55%

14.56%

16.67%

15.49%

11.67%

12.55%

2D face RGB

13.81%

14.17%

19.17%

23.33%

12.22%

27.62%

2D face NIR

18.20%

24.26%

24.26%

17.65%

24.26%

28.04%

Periocular RGB

44.16%

40.23%

47.73%

36.36%

35.42%

50%

Periocular NIR

52.28%

36.93%

37.50%

40.18%

38.35%

59.82%

Anthropometrics

23.61%

45%

25%

25%

\

46.43%

Table 9: FNM/FNMR analysis. The table reports the EER for each biometric trait in the drive-through demonstrator.

EER

2D face Veridos
0.0735

Thermal face
0.5588

Finger veins
0.0882

2D face on mobile
0.0588

All + weights
0

Table 10: FAR/FRR analysis. The table reports the EER for each biometric trait in the drive-through demonstrator.

EER

2D face Veridos
0.0694

Thermal face
0.5417

Finger veins
0.0833

2D face on mobile
0.0556

All + weights
0
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Abbreviations
PROTECT

Pervasive and UseR Focused BiomeTrics BordEr ProjeCT

UREAD

University of Reading

PLUS

Paris-Lodron-Universitat Salzburg

VERIDOS

Veridos Gmbh

ITTI

ITTI Sp Zoo

UNAMUR

University De Namur ASBL

IRM

Intrepid Minds LTD

EURECOM

EURECOM

WAT

Wojskowa Akademia Techniczna Im Jaroslawa Dabrowskiego

CAST

Home Office Centre for Applied Science and Technology

DoW

Description of work

DoA

Description of Action

ABC

Automated Border Control

NIR

Near Infra-red

VIS

Visible wavelength

ZeroFMR

Zero False Match Rate

FMR1000

False Match Rate 1000

FAR

False Accept Rate

FRR

False Reject Rate

DET curve

Detection Error Trade-off curve

ROC curve

Receiver Operating Characteristic curve

CMC curve

Cumulative Match Characteristic curve

PAD

Presentation Attack Detection

BCA

Biometric Capture Area

ROI

Region Of Interest
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Definitions
FNMR

False Non-Match Rate: proportion of genuine attempt samples falsely declared not to match
the template of the same characteristic from the same user supplying the sample (from
ISO/IEC 19795-1:2006)

FMR

False Match Rate: proportion of zero-effort impostor attempt samples falsely declared to
match the compared non-self template (from ISO/IEC 19795-1:2006)

ZeroFMR

the lowest FNMR for FMR = 0

FMR1000

the lowest FNMR for FMR <= 1/1000

FAR

False Accept Rate: proportion of verification transactions with wrongful claims of identity
that are incorrectly confirmed (from ISO/IEC 19795-1:2006)

FRR

False Reject Rate: proportion of verification transactions with truthful claims of identity that
are incorrectly denied (from ISO/IEC 19795-1:2006)

DET curve

Detection Error Trade-off curve: modified ROC curve which plots error rates on both axes
(false positives on the x-axis and false negatives on the y-axis) (from ISO/IEC 19795-1:2006)

ROC curve

Receiver Operating Characteristic curve: plot of the rate of false positives (i.e. impostor
attempts accepted) on the x-axis against the corresponding rate of true positives (i.e. genuine
attempts accepted) on the y-axis plotted parametrically as a function of the decision
threshold (from ISO/IEC 19795-1:2006)

CMC curve

Cumulative Match Characteristic curve: graphical presentation of results of an identification
task test, plotting rank values on the x-axis and the probability of correct identification at or
below that rank on the y-axis (from ISO/IEC 19795-1:2006)

PAD

Presentation Attack Detection: automated determination of a presentation attack (from
ISO/IEC 30107-1:2016)

presentation effects
broad category of variables affecting the way in which the users’ inherent biometric
characteristics are displayed to the sensor (from ISO/IEC 19795-1:2006)
sample

user’s biometric measures as output by the data capture subsystem (from ISO/IEC 197951:2006)

features

digital representation of the information extracted from a sample (by the signal processing
subsystem) that will be used to construct or compare against enrolment templates (from
ISO/IEC 19795-1:2006)

template

user’s stored reference measure based on features extracted from enrolment samples (from
ISO/IEC 19795-1:2006)

matching score measure of the similarity between features derived from a sample and a stored template, or
a measure of how well these features fit a user’s reference model (from ISO/IEC 197951:2006)
user

person presenting a biometric sample to the system
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Introduction

Work package 7 (WP7) aims to protocols, create databases of biometric samples collected in real border
control scenarios and conduct performance evaluations of the biometric recognition systems. Protocols will
be designed so as to ensure the comparability of generated results across different biometric modalities and
past evaluations. Various sensor types will be used for the collection of different biometric data which will
contribute to the creation of a publicly available, multimodal database acquired in a realistic border
environment.
The evaluations will include studies looking at the raw recognition performance, as well as an assessment of
various factors that affect performance, such as accuracy, speed, usability and other human and
environmental factors, robustness, presentation attack detection and privacy preservation.
The outputs of this work package will contribute further to the development of standards for testing methods
and reporting, particularly concerning contactless biometric solutions and countermeasures to detect
presentation attacks. These areas are of growing interest internationally to industry, government and
academia as the demands and interest to deploy such solutions increase.

1.1

Purpose of the document

This document “D7.4 Biometric systems performance assessment”, is a deliverable under work package 7. Its
purpose is to present and describe the results obtained under Task 7.3 “Performance assessment”.
This includes the performance evaluation of biometric identification sensors and algorithms that are
developed under WP5 and WP6 and are based on the protocols and databases collected through T7.1 and
the benchmark metrics devised through T7.2.
Initially this document reports on the assessment of existing biometric sensors and algorithms provided by
project partners (Section Biometric systems performance assessment 2018) and will later extend to the
modified or new biometric algorithms generated within PROTECT (Section Biometric systems performance
assessment 2019).
Reproducibility will be promoted throughout, with open systems and databases being made available on
platforms such as BEAT (EU FP7 project) as well as being disseminated through the performance evaluation
workshop under Task 9.3. International standards (e.g. ISO/IEC ISO 19795) are adopted for consistency and
comparable testing of the biometrics. The reader is referred to Section 2 “Adopted standards” for further
details.
Results will feed back into other technical work packages (WP5, WP6) to drive further research and
innovation while ensuring a focus on practical, border control systems. Other outputs include
recommendations towards new standards in the assessment of biometric identification.

1.2

Document scope

This document presents the “technical performance testing” on the PROTECT multi-modal database v1 and
v2, as well as the “scenario evaluation” on the data collected by the developed demonstrators. The
biometrics collected so far include: 2D face VIS, 3D face, thermal face, iris VIS, periocular VIS,
finger/hand/wrist veins, voice, and anthropometrics. The reader is referred to deliverables D7.1, D7.2, and
D7.3 for further details on PROTECT multi-modal database.
State-of-the-art methods and/or ad hoc developed techniques are tested on the database collected during
the PROTECT acquisition campaigns.
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Performance assessment (Task 7.3) is a task that guides system development. This deliverable D7.4 will be
updated throughout the period of development and testing of PROTECT system (M18-M36) to include new
performance evaluations following the release of new project milestones to be tested (see the milestone
listed in the following).
In M24 four milestones are released: MS5 - Multimodal person verification, MS6 - Prototype biometric
corridor, MS7 - Prototype mobile solutions, and MS8 - Prototype e-documents solution.
The document has been first released at M18 and updated at a later date (from M24 to M36) to include other
evaluations and to report the metrics specified in D7.2 Section 5 “Benchmark metrics”. As most of these can
only be assessed once the demonstrators have been developed:
-

System throughput;

-

Reliability, availability and maintainability;

-

System robustness to changes in users’ appearance;

-

System robustness to presentation effects;

-

Safety;

-

Human factors, including user acceptance;

-

Usability, convenience, attractiveness, etc.;

-

Cost/benefit.

Note that the results of the evaluation of PAD algorithms are excluded from the scope of this document. This
is explicitly addressed under a separate Task 7.4 and will be reported in a specific deliverable, namely “D7.5
Biometric systems vulnerability analysis”.

1.3

Contributions/Outcome

Partners involved in this work are: EURECOM:4, UREAD:2, PLUS:2, ITTI:2, WAT:3. However, all partners
provided useful feedback for the improvement of this deliverable. In particular CAST provided valuable input
to address the EU reviewers’ concerns about the adoption of relevant international standards.
The contributions/outcomes of this work include:
-

Benchmarking workshop organized by CAST
o

-

Joint conference publication at BIOSIG 2018:
o

-

This workshop was held in Reading on the 13th December 2017. During the workshop, the
international standards to be adopted were discussed. A brainstorming session led to the
definition of a list of performances to be assessed. The latter has been reported in D7.2,
Section 5 “Benchmark metrics”.

Sequeira, Ana F., et al. "PROTECT Multimodal DB: fusion evaluation on a novel multimodal
biometrics dataset envisaging Border Control." 2018 International Conference of the
Biometrics Special Interest Group (BIOSIG). IEEE, 2018.

Joint publication to be submitted to the IET Biometrics journal.
o

The work made in the preparation of this deliverable will be adapted and submitted as a
scientific article for publication in the IET Biometrics journal.
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Adopted standards

This document adopts the ISO/IEC 19795-1:2006 standard. This part of the ISO/IEC 19795 is concerned with
the “technical performance testing” of biometric systems and devices. Technical performance testing seeks
to determine error and throughput rates, with the goal of understanding and predicting the real-world error
and throughput performance of biometric systems [1].
Not within the scope of this part 1 of ISO/IEC 19795 is the measurement of error and throughput rates for
people deliberately trying to circumvent correct recognition by the biometric system (i.e. active impostors).
The latter will be in the scope of D7.5 “Biometric systems vulnerability analysis” for which the ISO/IEC 30107
will be adopted.
It is acknowledged that technical performance testing is only one form of biometric testing. Other types of
testing will be included at a later date in D7.4. These other evaluations are specified in D7.2 Section 5
“Benchmark metrics”.
For information related to how data collection and the selection of the test crew conforms to the ISO/IEC
19795-1:2006 standard, the reader is referred to Deliverable 7.2 “Protocols and database specifications
(Database version 1)”.
The ISO/IEC 19795 and ISO/IEC 30107 terminology is adopted. The standard terms used in this document and
corresponding definitions are reported in Section “Definitions”.
In the following, a summary of the ISO/IEC standards already adopted and those that will be adopted at a
later time in PROTECT is given. The list is not exhaustive and will be updated according to project needs.
ISO/IEC 19795-1:2006 Information technology -- Biometric performance testing and reporting -- Part 1:
Principles and framework
This standard is adopted in D7.2 for data collection protocol definition and in the current document (D7.4)
for biometric systems performance evaluation.
ISO/IEC 19795-2:2007 Information technology -- Biometric performance testing and reporting -- Part 2:
Testing methodologies for technology and scenario evaluation
This standard has been partly adopted for data collection during the first acquisition campaign and will
properly adopted once that the demonstrators have been developed since this type of evaluation requires
that testing is carried out on a complete system in an environment that models a real-world target application
of interest [1].
ISO/IEC 29794 Information technology -- Biometric sample quality -- Part 1: Framework, Part 5: Face image
data, Part 6: Iris image data
This standard is adopted in this document (D7.4) for biometric samples quality assessment.
ISO/IEC TR 24722:2015 Information technology -- Biometrics -- Multimodal and other multibiometric fusion
This standard is adopted in this document (D7.4) for multi-modal fusion.
ISO/IEC 30107 Information technology -- Biometric presentation attack detection
This standard will be adopted in D7.5 for vulnerability analysis.
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Biometric systems performance assessment
2018
Performance assessment on PROTECT multimodal dataset v1
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Biometric systems performance assessment 2018

Biometric systems performance assessment is performed on the PROTECT multimodal dataset v1, collected
during the first acquisition campaign. The evaluation of single-modality systems is presented in Section 3.1.
The biometric traits collected in the first campaign are listed in Table 11. Section 0 presents the results for
multimodal fusion.
Performance is assessed in terms of EER, ZeroFMR, FMR1000, and DET curve. During the benchmarking
workshop it has been decided to also report ZeroFMR and FMR1000 because these metrics are more likely
to be used in the final system than EER.
Table 11 Biometric traits collected during PROTECT’s first acquisition campaign

Trait
2D Face VIS
3D Face
Thermal Face
Iris VIS
Periocular VIS
Finger Veins
Hand Veins
Voice
Anthropometrics

3.1

Single-modality evaluation

3.1.1

2D Face VIS

Partner Responsible
UREAD
EURECOM
WAT
UREAD
UREAD
PLUS
PLUS
EURECOM
ITTI

In the PROTECT multimodal dataset v1, the 2D face dataset contains videos captured from three cameras. As
described in Deliverable 7.2, cameras used are Basler BIP2-1300c-dn IP cameras. In the biometric corridor,
three Basler BIP2-1300c-dn IP cameras are set up along the length of the Biometric Capture Area (Figure 1),
roughly the same distance apart. The three different camera setups appear to have significant variation in
their recognition results as shown in Section 3.1.1.2 “2D face verification results” below.
Camera location 1: the first camera is positioned near the entrance of the corridor, at a height of 1.61m to
reflect an average person height, and placed to the side. The captured images thus have a yaw angle of
around 10 degrees to the left and are based on having about 45 pixels between the subject’s eyes.
Camera location 2: the second camera is setup in the midway of the corridor. It is also positioned off centre
on the left side of the corridor same as Camera 1, such that yaw angle will be around 10 degrees to the left.
In addition, the height of the camera is 1.93m, and the pitch angle of capture is around -30 degrees off centre.
For the captured image, there are about 35 pixels between the two eyes.
Camera location 3: the last camera is setup towards the end of the corridor. It is set in the middle of the
walkway at a height of 1.58m, so that it captures a good frontal face with minimal face rotation when the
person looks to the front, face on centre. For the captured image, there are about 35 pixels between the two
eyes.
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Face
camera

Figure 1 Camera settings for 2D face capture in a corridor setup.

Within the dataset, the frames from all videos with better image quality have been manually selected, i.e.
full-frontal face, no glasses if possible, person looking directly to the camera if possible, etc. As the videos
contain limited number of such frames, only one image per user was selected within the dataset, and used
as the gallery faces.
An automatic face detection tool was used to detect faces from the frames. Because, the majority of the
frames contain faces in low quality, i.e. rotated and tilted faces, person looking away from the cameras,
motion blur, etc., only the frames that where the face could be automatically detected were used as probe
faces. Thus, for each user, each video contains various numbers of valid probe frames for face recognition.
Also, due to the camera setup, Camera 2 produced much fewer valid probe frames than Camera 1 and 3. This
is discussed further below.
3.1.1.1

2D face verification method

For evaluating the face verification on the move scenario along the corridor, two main steps were examined:
face detection and face verification. The performance reported is mainly concerned with face verification.
For evaluating the performance, commercial software developed by Visage Technologies1, was used which
claims the use of state-of-the-art face tracking and analysis technology. As their software is used within
commercial products, the underlining algorithms cannot be disclosed to us.
Face detection
Face detection (Figure 2) was performed on all the videos in the dataset to locate the faces from the
background, which will be passed onto the face verification step. The number of faces detected from three
camera datasets varies. The number of faces detected in each user’s video also varies. The algorithm returns
a face when facial features can be reliably detected. This is due to various factors from hardware setup,
environment, and user factors, e.g. height, angle and distance of camera setup, lighting, motion blur, skin
colour, wearing glasses, looking away from the cameras, rotating and tilting head against cameras, etc., which
affected the capture and detection.

1

Visage Technologies, http://visagetechnologies.com/, accessed in Jan 2018
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Figure 2 Face detection example on a single frame – the red box illustrates the detected face from the frame.

Face verification
Face verification is performed using the Visage face verification tool in their software. A set of gallery face
images are manually set as described in Section 3.1.1. All faces detected in the last face detection step are
compared with all gallery face images. The following section provides the verification results and
performance analysis.
3.1.1.2

2D face verification results

2D face verification results are presented from 1:1 match verification results. As three cameras have different
settings, the results are reported separately for all three cameras, together with the overall performance.
The verification results for overall performance and all three cameras are shown in Table 12. Also, the DET
curves are illustrated in Figure 3. The best result is from Camera 1. Camera 1 was set at roughly a person’s
height and the corridor length covered by Camera 1 is the shortest among all three cameras, i.e. the faces
captured are bigger in size in average compared with that from the other two cameras.
Table 12 face verification results for overall performance and all three cameras separately.

Camera

FMR1000

ZeroFMR

Camera 1

24.82%

39.49%

Camera 2

29.41%

41.18%

Camera 3

38.86%

44.68%

Overall

28.10%

41.09%
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Figure 3 DET curve for 2D face recognition for overall performance and all three cameras separately.

3.1.1.3

2D Face Quality Assessment

The quality of the face frames has been analysed from several aspects, including feature quality, face size,
face rotation (pitch, yaw and roll), and eye closure, that would affect the recognition performance. ISO/IEC
2974-5 [10] introduced several aspects for computing quality scores for facial images, including facial
symmetry, resolution and size, illumination intensity, exposure, sharpness, etc. Therefore, Table 13 specifies
several quality scores relevant to facial images from all three cameras.
The average size between two eyes is around 37 pixels. Thirty-two pixels is the recommended minimal
distance between eyes for a face on image or video stream to perform face template extraction reliably.
Sixty-four pixels or more is the recommended intraocular distance for better face recognition results [2].
Note that this distance should be native, not achieved by resizing an image. Thus, the image resolution of
this dataset tends to be small for robust recognition results.
Face rotation parameters were estimated using automated software to calculate the head pose. As shown in
Table 13, the average rotations for pitch and roll are minor, however, there is about 24.62-degree yaw
rotation disregarding the direction. This is due to the location setup of the cameras in the data collection, as
two cameras are set on the side. For Cam 3, although it is set in the front, users tended to look towards the
exit, which is on the side, instead of looking towards the camera. ±15 degrees is recommended as the fastest
setting which is usually sufficient for most near-frontal face images [2].
Table 13 Quality metrics for face images captured at the first PROTECT multimodal dataset collection event

Quality metrics
Feature quality (0 ~ 1)
Face size (pixels)
Face rotation – pitch (degrees)
Face rotation – yaw (degrees)
Face rotation – roll (degrees)
Eye closure (%)

Camera 1
0.91
37.59
0.37
28.06
1.64
17.69

Camera 2
0.82
32.40
6.67
21.32
5.87
26.09

Camera 3
0.80
37.19
2.93
24.48
2.90
15.5

All
0.89
37.45
1.02
24.62
0.66
17.29
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Discussion

The factors observed from the results that affected the performance are summarised below.
Camera settings and hardware factors
The three cameras have different settings, especially in height and angle. It can be observed that overall,
Camera 2 performed worse than Camera 1. Although Camera 2 has similar angle with Camera 1, Camera 2 is
set up higher than Camera 1. As shown in Figure 4, Camera 1 and 3 were set at an average person’s height,
but Camera 2 was set at a higher height which also makes the face tilt down. Thus, most frames from Camera
2 show both yaw and pitch angles of the head, which is more challenging in both detection and recognition.

Figure 4 Example frames from Left: Camera 1, Middle: Camera 2, and Right: Camera 3, from the same user.

Another factor is from the lighting condition from the environment. As the lighting level affects the camera’s
shutter speed, motion blur is widely visible through the dataset. Motion blur affects the image sharpness.
Non-cooperative actions
In a realistic walking scenario, travellers normally will not look directly into the cameras, either in front of
them or on the side of them. Their head pose is a major issue for robust face recognition.
In the dataset, the users were walking naturally along the setup corridor. They hardly looked towards the
camera direction, or even tried to avoid facing the camera. When they were walking along the corridor, most
time they looked down or looked away from the camera. This also caused their eyes closed. This is especially
shown in the Camera 3 dataset, which is the main reason of the worse performance from Camera 3. Figure
5 shows a few examples of the users’ head pose.

Figure 5 Example frames of non-cooperative user head pose.

Other user factors
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Other factors from the users include: glasses, skin colour, head wear, and facial expression which could result
in difficulties in both face detection and face recognition. Figure 6 shows a few examples of these challenging
cases.

Figure 6 Example frames of challenging user factors: skin colour, glasses, head wear, facial expression.
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3D Face

In the PROTECT multimodal dataset v1, the 3D face dataset contains face images captured with light-field
technology, using a Lytro ILLUM plenoptic camera. Data consists in 18 samples from each of the 47 subjects
with varying pose and distance from the acquisition device, for a total of 846 images.
Acquisition setup
With the aim of reproducing the biometric corridor environment, a setup including lights, different distances
between the camera and the subject, different poses, and varying camera angles was considered.
Acquisition was performed at three distances: 1m, 1.5m, and 2m. For each distance, two camera angles,
namely 0° and 45°, were used to capture the pictures. Three common poses that travellers may take in the
considered scenario are also considered for each distance and for both camera angles for a total of 846
acquired images. The three face poses are described in the following.
Frontal pose: during the acquisition of this modality, volunteers were asked to look at the camera. The
presence of eye-glasses, face expressions, head wear and other possible challenging factors for face
verification were left uncontrolled. Some examples of frontal pose are shown in Figure 7.

Figure 7 Examples of frontal pose

Placing a call pose: this pose variation has been considered in order to analyse a recurring situation in a
border scenario. Volunteers were asked to pretend to talk on their own mobile phone. Poses and expressions
are variable according to subject habits. Occlusion due to the presence of the mobile phone is also variable
because of different size and colour of the device. Some examples of the “placing a call” pose are shown in
Figure 8.

Figure 8 Examples of “placing a call” pose. Face expressions, pose variations and occlusions make the database
more challenging

Texting pose: this modality has been chosen for the head pose that subjects naturally take while checking
the screen of their mobile phone. Some examples of “texting” pose are shown in Figure 9.
In the following, the three poses are referred to as FRONTAL, CALL, and SMS.

Figure 9 Examples of “texting” pose. Different occlusions created by physical and behavioural factors are observed

Page 23 of 132

PROTECT H2020 Project No. 700259

3.1.2.1

Deliverable D7.4

3D Face recognition method

Data pre-processing
Each light-field image is processed using the Lytro Power software2 provided by Lytro, Inc. A 2D RGB picture
and the corresponding depth map are automatically extracted by the basic image processing tool.
Face detection
An alignment algorithm based on Histogram of Oriented Gradients (HOG) features combined with a linear
classifier (method implemented in DLIB3) is applied to all 2D RGB images. Depth maps are aligned with the
same transformation applied to the corresponding texture image. Because of the complexity of the database,
due to occlusions or challenging position, only the 88% of faces are detected. Figure 10 shows examples of
images for which face detection failed.

Figure 10 Examples of images where face detection algorithm fails

Face verification algorithms and experiment protocol
OpenFace [11] features are used for face verification. This algorithm is based on the deep neural network
described in [12] and it is implemented in Python and Torch. From a face image, the method extracts a 128dimensional vector lying in a unit hypersphere. In addition to providing high verification performance, the
OpenFace features are easy to classify. Euclidean distance is discriminative enough for accurately clustering
faces representing different subjects.
Regarding the evaluation protocol, the gallery set consists in frontal images acquired with smallest distance
from the camera (1 m). All other images are in the probe set. The same protocol is applied on both 2D RGB
images and depth maps, separately. The distance (Euclidean) matrix is computed by comparing the features
of the images from Gallery and Probe set. A smaller distance indicates a higher probability that the test
sample is associated to the gallery subject examined and vice versa (dissimilarity score).
In the following, results are presented for both 2D RGB images and depth maps separately.
3.1.2.2

Results for FRONTAL D1 vs. FRONTAL D2 and FRONTAL D3

Each pose has been analysed separately in order to investigate the impact of the distance between the
camera and the subject on face verification for different poses. D1, D2, and D3 indicate 1m, 1.5m, and 2m
distances, respectively.
As expected, when frontal pose is compared with the same pose acquired at different distances, the error is
0 on 2D RGB images. This part of the database has been created mostly as a baseline and the results confirm
that, in this case, distance does not influence face verification.
The same experiment on depth map images, on the contrary, shows that the EER increases according to the
increase of the distance. The results are reported in Table 14 and Figure 11.

2
3

https://www.lytro.com/press/releases/lytro-power-tools-advances-into-beta-phase
http://dlib.net/imaging.html
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Table 14 Results for FRONTAL D1 vs. FRONTAL D2/D3

FRONTAL D1 vs.
FRONTAL D2

FRONTAL D3

ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]

OF - RGB
0
0
0
0
0
0

OF - Depth map
100
100
39.37
97.83
97.83
47.42

Figure 11 DET curves. FRONTAL at distance D1 is compared with FRONTAL at distance D2 (solid blue line) and with
FRONTAL at distance D3 (dashed green line): (a) RGB images; (b) depth maps.

3.1.2.3

Results for FRONTAL D1 vs. CALL D1/D2/D3

The CALL pose is more challenging than the previous one. For this reason, only the 80% of subject faces have
been detected. That notwithstanding, performances on 2D RGB images are high, obtaining an EER equal to 0
for D1 and D2. As in the previous case, the analysis on depth maps shows a higher error rate that increases
with the increase in distance. The results are reported in Table 15 and Figure 12.
Table 15 Results for FRONTAL D1 vs. CALL D1/D2/D3

FRONTAL D1 vs.
CALL D1

CALL D2

CALL D3

ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]

OF - RGB
0
0
0
0
0
0
4.35
2.17
0.07

OF - Depth map
100
95.83
27.30
100
100
40
100
100
45.18
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Figure 12 DET curves. FRONTAL at distance D1 is compared with CALL at distance D1 (solid blue line), with CALL at
distance D2 (dashed green line), and with CALL at distance D3 (dotted black line): (a) RGB images; (b) depth maps.

3.1.2.4

Results for FRONTAL D1 vs. SMS D1/D2/D3

The SMS pose is the most challenging use case among the considered ones. As shown in Figure 9, in several
acquisitions, uncontrolled occlusions are involuntarily created. Also, in this case, only the 80% of faces are
detected. The EER on 2D RGB images is still below 3% for all the considered distances. It is interesting to
notice that the impact of distance for depth maps is less important than for CALL pose at D3. The results are
reported in Table 16 and Figure 13.
Table 16 Results for FRONTAL D1 vs. SMS D1/D2/D3

FRONTAL D1 vs.
SMS D1

SMS D2

SMS D3

ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]

OF - RGB
28.57
28.57
2.51
15.79
15.79
2.66
38.46
17.95
2.53

OF - Depth map
100
100
37.33
100
100
47.43
100
100
42.95
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Figure 13 DET curves. FRONTAL at distance D1 is compared with SMS at distance D1 (solid blue line), with SMS at
distance D2 (dashed green line), and with SMS at distance D3 (dotted black line): (a) RGB images; (b) depth maps.

3.1.2.5

Results on varying camera angle

Performances on data collected with the camera angle equal to 45° are lower compared to the evaluation on
the other part of the database. In Figure 14, some examples of faces captured at 45° camera angle are given.
The main difficulty is to detect faces: in fact, only in 64% of FRONTAL pose faces are correctly detected.
Nevertheless, the results are consistent with the previous analysis.

Figure 14 Examples of face images captured with camera angle = 45°: (a) FRONTAL; (b) CALL; (c) SMS.

For CALL pose, the difficulty in detecting faces increases because of the occlusion created by the mobile
phone. In 80% of the cases is not possible to detect the subject face. Thus, the results here reported are not
reliable due to the small number of usable data.
As for CALL pose, faces are not easily detected for the SMS use case. In fact, in 70% of the cases, the used
algorithm fails. Nevertheless, the EER on 2D RGB images is always below 8%. According to the results shown
in Table 17, distance impacts in a significant way on EER on depth maps.
The DET curves for the abovementioned experiment are illustrated in Figure 15, Figure 16, and Figure 17.
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Figure 15 DET curves for camera angle = 45°. FRONTAL at distance D1 is compared with FRONTAL at distance D2 (solid
blue line) and with FRONTAL at distance D3 (dashed green line): (a) RGB images; (b) depth maps.

Figure 16 DET curves for camera angle = 45°. FRONTAL at distance D1 is compared with CALL at distance D1 (solid blue
line), with CALL at distance D2 (dashed green line), and with CALL at distance D3 (dotted black line): (a) RGB images;
(b) depth maps.
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Figure 17 DET curves for camera angle = 45°. FRONTAL at distance D1 is compared with SMS at distance D1 (solid blue
line), with SMS at distance D2 (dashed green line), and with SMS at distance D3 (dotted black line): (a) RGB images;
(b) depth maps.
Table 17 Results for 3D face recognition for faces captured with camera angle = 45°

FRONTAL D1 vs.
FRONTAL D2

FRONTAL D3

CALL D1

CALL D2

CALL D3

SMS D1

SMS D2

SMS D3

ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]
ZeroFMR [%]
FMR1000 [%]
EER [%]

OF - RGB
8.00
8.00
0.13
26.67
26.67
6.66
23.08
23.08
1.11
0
0
0
0
0
0
33.33
33.33
6.57
53.33
53.33
7.85
64.29
64.29
7.05

OF – Depth map
100
100
48.12
100
100
46.72
100
100
46.72
100
100
55.09
100
100
49.86
91.67
91.67
33.43
100
100
46.59
100
100
56.83
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3D Face Quality Assessment

Entropy has been chosen as quality measure for 3D face. The quantity of the information stored in each
image is a reliable measure of quality for both texture (2D RGB) and depth map images. Using the same
algorithm to evaluate quality of the two image formats could be more convenient during the fusion process.
In Table 18 a statistical analysis of quality measure on the 3D face section of the PROTECT multi-modal
database is shown.
Table 18 Statistical analysis of quality assessment: for each modality and distance mean value and standard
deviation (in brackets) are annotated.

RGB
FRONTAL
SMS
CALL

FRONTAL
SMS
CALL

D1
D2
7.4438 (0.1510)
7.3165 (0.1871)
7.5039 (0.1413)
7.3190 (0.1950)
7.6241 (0.1063)
7.4389 (0.1063)
Depth map
D1
D2
2.9000 (0.4917)
1.8377 (0.5803)
3.2740 (0.4354)
2.0182 (0.6729)
2.6121 (0.4356)
1.6183 (0.5415)

D3
7.1016 (0.2165)
7.0670 (0.2311)
7.2022 (0.1749)
D3
1.8133 (0.4306)
1.7139 (0.5383)
1.6248 (0.4670)

Page 30 of 132

Deliverable D7.4

3.1.3

PROTECT H2020 Project No. 700259

Thermal Face

A thermal infrared image of the human face presents its unique heat-signature which can be used as a pattern
for recognition. Facial recognition in thermal domain is based on analysis of individual heat patterns emitted
by the human face. Emission dominated, passive imaging does not require additional illumination and is
independent from illumination non-uniformities. This modality has potential for low-light or night-time
acquisition of facial images.
Since thermal imaging does not need illumination, it may sense the facial thermal emissions passively and it
is seen as a solution to the problem caused by the lighting in visible domain. Practical application of thermal
face recognition is more complex while the energy received by the thermal camera does not only depend on
the measured body but also on the sum of the energy radiated by different elements of the scene captured
by the camera. The use of infrared images for automatic face verification is not free of challenges. Thermal
face imaging is sensitive to the emotional, physical and health condition of the subject. Moreover, properties
of face depend on temperature of body, environment and occlusions present on the face such as scarfs, hairs,
facial hairs, glasses or any disguise accessories that alter the emitted heat pattern.
The face image captured in infrared range is always monochrome and presents the distribution of values of
temperature on the surface of the face as presented in Figure 18.

Figure 18 Sample face images in thermal infrared spectral domain.

3.1.3.1

Thermal Face Dataset Description

The presented dataset consists of 47 subsets of images collected from 47 persons, including 26 sets of images
of subjects wearing glasses. Each of the 47 datasets contain 24 or 12 images of subject’s face depending on
the subject wearing glasses or not, respectively.
Each set of images present subjects’ face in frontal as well as various head positions and showing various
expressions. Every set consists of three frontal images presenting the face in the upright position, four images
presenting face in various head position (looking down, looking left (30 degrees), looking right (30 degrees),
looking up) and five frontal-face images presenting various expressions of subjects. The set of expressions
include smiling, being sad, being surprised, being angry, and having eyes closed.
This set of images should provide a sufficient number of images and test cases. A sample set of 10 captured
images is presented in Figure 19.
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Figure 19: A dataset of thermal images presenting a face with various positions and mimics: (a) upright, (b) looking
down, (c) looking left (30 degrees), (d) looking right (30 degrees), (e) looking up, (f) smiling, (g) sad, (h) surprised, (i)
angry, (j) eyes closed.

All measurements were taken inside the building. A subject is seated in front of the cameras at the distance
of 1.5 m. The camera was placed at a height of 1.2 m. During the experiment a subject was sitting in front of
the camera performing specific actions guided by a person supervising the measurement process. In order
to assure that the angle of head rotation is always the same, numbered markers were installed on the walls
and on the floor of the room. A subject was asked to move or rotate the head towards and look at the marker.
All the expressions were elicited by asking subjects to perform a series of emotional expressions in front of a
camera. Subjects wearing glasses were asked to perform in two measurement sessions where the first was
without glasses and the second with glasses. In order not to exhaust the participant, each measurement
session took no longer than 3 minutes.
Verification was performed by comparing the test image with a set of corresponding images. The dataset has
been divided into test and training subsets. The test subset contains one frontal image with neutral mimics
taken for each person while the training subset contains all the remaining images.
3.1.3.2

Basic processing and baseline results

The processing scheme of thermal face verification is presented in Figure 20. Two sample images are preprocessed before face detection and segmentation using various techniques, including normalization
techniques, bad-pixel filtering and adaptive filtering in order to remove speckles and other undesirable
elements of the image. The next stage, face detection, is performed using Viola-Jones algorithm, one of the
most common face detection algorithms, using Haar features and AdaBoost machine learning algorithm [13].
Feature extraction is the last step before comparison of samples.

Figure 20: Face verification processing scheme.
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Features
There are various descriptors which differ in performance, depending on spectral domain. Face verification
in visible domain very often relies on appearance-based methods, such as PCA (Principal Component
Analysis) [15], LDA (Linear Discriminant Analysis) [16], and ICA (Independent Component Analysis) [17], which
project face images into a subspace. Other frameworks use a local-matching approach such as Local Binary
Pattern (LBP) [8][18], Gabor Jet Descriptors [19], histograms of Weber Linear Descriptor features [20] and
histograms of oriented gradients (HOGs) [24]. In these approaches, the facial image is divided into blocks to
extract local descriptors. Finally, global matching approaches such as Scale Invariant Feature Transform (SIFT)
and Speeded-Up Robust Features (SURF) [21][22] exist.
The evaluation methodology used in this work relies on using state-of-the-art algorithms to assess the
usability of the collected dataset for thermal face verification. Three state-of-the-art local feature extraction
methods were selected and investigated – histogram of oriented gradients, local binary patterns, and local
derivative patterns - together with a set of metrics to compare and assess the effectiveness of the presented
dataset.
The first descriptor considered in this work was introduced by McConnell in 1986 [23], but the wide usage of
this method started after a presentation made by Dalal and Triggs at the CVPR conference in 2005 [24]. Dalal
and Triggs were the first that successfully applied HOG for human detection. This triggered researchers to
use HOG for the face representation and face recognition [25]-[27]. The HOG feature is a local descriptor of
the orientations of the image gradients around a given point of the image. Each descriptor is a package of
histograms of pixel orientations extracted by calculation of their gradients.
Local binary pattern (LBP) is another local operator often used for description of facial features. LBP was
originally introduced by Ojala et al. in [17][8] as a method to describe textures. Several researchers proposed
extensions to traditional version of LBP. Tan and Triggs [28] extended LBPs to Local Ternary Patterns (LTPs),
Ahonen et al. [29] introduced Soft Histogram for Local Binary Patterns (SLBPs), Heikkila et al. [30] proposed
Center-Symmetric Local Binary Patterns (CSLBPs). Other approaches combining LBP with other methods were
further introduced like Histograms of Local Variation Patterns (MHLVPs) or on Local Gabor Binary Pattern
Histogram Sequence (LGBPHS) proposed by Zhang et al. [31] and [32].
Zhang et al. proposed a new local feature descriptor called Local Derivative Patterns (LDP) in 2010 [33]. This
new descriptor is able to capture the change of derivative directions among local neighbours and encode the
turning point in a given direction. The LDP relies on using high-order local patterns for face representation.
This is the third descriptor compared within this study.
Detailed mathematical descriptions of HOG, LBP and LDP are provided in [24], [8] and [33], respectively. It
should be noted that HOG, as well as LBP and LDP is calculated around a specific selected central point of the
cell or block of an image. Shape information of tightly cropped images may be lost, thus to avoid losing this
information the face detection and cropping should include an extra margin of pixels around the patch that
contains background pixels. The images used for the experiment are loosely cropped in order to include
relevant information as well as additional background pixels.
Face descriptors have been calculated for different values of parameters. The HOG operator allows to set
four main parameters – block size, cell size, the number of orientation histogram bins and the number of
overlapping cells between adjacent blocks. LBP can be fine-tuned with three main parameters, namely
number of neighbours, radius and a cell size. The third descriptor, LDP is well adjusted to encode directive
pattern features from local derivative variation. Three parameters, derivative order, direction and patch size
are used to optimize the facial descriptor. All the results presented in this paper have achieved the maximum
for optimal values of parameters.
Matching
Matching the feature vectors is done using various distance metrics. The choice of distance metric depends
on the feature descriptor used for face representation. The distance is calculated between the feature vector
extracted from the input and the reference images.
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Feature vectors computed from both sample images are compared using distance metrics against the
threshold calculated on the entire dataset. A set of metrics including Chebyshev distance, city block (L1),
correlation distance, cosine distance, Euclidean distance, Spearman distance, and Mahalanobis distance are
used to achieve the highest results. Detailed description of the metrics is provided in [14].
The results of thermal face verification using three different descriptors are given in terms of EER, FMR1000
and ZeroFMR in Table 19. The corresponding ROC curves are given in Figure 21.
Table 19: Performance results for thermal face recognition.

HOG

LBP

LDP

EER [%]

14.02

10.88

13.66

FMR1000 [%]

71.94

73.91

70.75

ZeroFMR [%]

69.17

72.13

67.79

Figure 21 ROC curves and EER lines of (a) HOG, (b) LBP and (c) LDP.
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Thermal Face Quality Assessment

Since the focal length of camera’s lens is fixed, with relatively short depth of focus, and the camera is selfcalibrating, focus index is calculated. For focus measure a fast and robust method described in [34] has been
applied. The method computes coefficients which refer to focus of selected region of interest (face).
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Iris VIS

Even though currently the established biometric traits for automated border control are face and fingerprint,
iris is attracting more attention for deployment at new generation eGates at airports or sea and land borders.
Iris recognition systems are proved to be very accurate, fast in recognition, easy in use, hygienic and noninvasive. Iris recognition systems offer much more unique recognition patterns than standard face or
fingerprint scanners. Moreover, error rates and false rejection rates are relatively low, which makes iris
scanners very reliable.
For the PROTECT project, a significant aspect that is to be covered regarding iris relates to the applicability of
iris recognition to the capture of biometric samples with mobile devices. The spread of handheld devices
equipped with ever more powerful cameras has encouraged the application of iris biometric recognition in
mobile devices. Furthermore, the fact that almost every single person carries a smartphone in their pocket
makes this a perfect combination for a scenario such as border control.

3.1.4.1

Mobile VIS Iris verification

Several handheld devices possess nowadays dedicated iris sensors that feed iris verification systems like the
“late” Galaxy Note 7, the Microsoft Lumia 950 XL or the pioneer Arrows NX from Fujitsu, depicted in Figure
22.

Figure 22: Galaxy Note 7 and Fujitsu ARROWS NX F-04G (equipped with Iris Passport).

Others, depicted on Figure 23, like ZTE Grand SE, VivoX5 Pro or Alcatel Idol3 deploy technology developed by
Eye Verify however this in turn rely not on the iris but on other eye patterns including sclera blood vessels.

Figure 23: ZTE Grand S3, Vivo X5Pro and Alcatel Idol 3 (partnered with EyeVerify).

What these mobile sensors have in common is the impossibility of accessing the raw images acquired by the
sensors because of limitations motivated by commercial interests or by security reasons. There are obvious
motivations concerning privacy and security for not storing the raw images and to immediately discard any
sensible information after performing a suitable feature encode.
In the context of the PROTECT project, the sensor used is the device’s standard camera that is commonly
integrated in most commercial off-the-shelf mobile phones. For the purpose of this project the front camera
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is chosen because the acquisition is meant to be done by the user. Across all devices from the majority of
commercial producers, there has been over time an obvious imbalance between the investments in the
capacity of the rear camera compared with ones made on the front camera. With the rise of the “selfie” era
it is possible to observe that going forward the devices would be equipped with front cameras of better
quality. Even though this tendency is much stronger in the restricted markets of some Asian countries it is
already possible to find in the European market, front cameras with considerable better resolution than the
ones of only one or two years ago.
The sensor used to capture iris images in the mobile environment was the front camera of the Samsung
Galaxy S8, see Figure 24 (b).
3.1.4.2

Mobile VIS Iris capture process

At this stage of research, the device was placed in an articulated arm simulating an autonomous capturing in
a selfie style. A white LED lighting was placed in front of the user at a safe distance of 1m to improve the
quality of the images acquired. This setup is depicted in Figure 24 (c). It should be noted that while additional
illumination is required it is an important topic of research how to overcome this necessity in a more realistic
scenario.
For the capture session made, the user was asked to sit and perform the capturing as illustrated in the images
of Figure 24 (d). Even though the user was asked to sit and place the face in front of the device it is to be
noted that that no chin rest or similar support was used in order to keep the acquisition the most realistic as
possible. In terms of illumination, an additional illumination was used considering the challenges presented
at the current state by the VIS imaging with the mainstream front sensor of the mobile device. It should be
noted that the mobile collection is meant to be used in the Land Border Demonstrator, thus most likely the
traveller will be sitting inside the vehicle. The reader is referred to Deliverable 5.2 “Scenario Specific Sensor
Solutions” for further details.
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Figure 24: Setup for mobile iris acquisition and the acquisition procedure: (a) White LED at a distance of ~50cm; (b)
Samsung Galaxy S8 frontal camera; (c) Setup for mobile iris acquisition; (d) self-acquisition on the mobile phone
(“selfie pic” type), distance from the mobile device ~10cm.

3.1.4.3

Mobile VIS iris data captured and preliminary analysis

The data captured comprise images of face and partial face as illustrated in the left and right columns
respectively of Figure 25 (a). The aim is to evaluate the partial face images to use the iris captured but it may
be considered to also evaluate the iris from the face images in a later stage.
The images collected present a good iris pattern quality for light pigmented irises but a lower quality for dark
irises, in the line of what is expected under VIS imaging. It is expected that the lighting used provides some
improvement nevertheless it can be immediately observed the specular reflections it caused. Some examples
are depicted in Figure 25. The partial face images, captured at a closer position from the device, provided iris
of a bigger size than the ones extracted from the face images, as can be observed in the images of Figure 25
(b).
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Figure 25 Examples of face and partial face images and respective iris images obtained: (a) Light pigmented iris (left)
and dark pigmented iris (right); (b) Same size images (400 x 300) images obtained from the face images (left) and from
the partial face images (right).

Regarding the iris size, the standardization documents, ISO/IEC [35], suggests 100 to 149 pixels across iris;
NIST Mobile Best Practices states 140 true non-up sampled pixels across iris diameter as the minimum
acceptable; also, the study version of ISO/IEC 29794-6 (2012) recommends the iris radius to be at least 80
pixels, therefore 160 pixels diameter. Recently some experimental works go even further and prove 50 to
100 pixels across iris diameter contain sufficient information [36].
The partial face images collected for the PROTECT multimodal dataset provide iris sizes varying from 190 to
240 pixels approximately, these values can be compared to those of well-known databases in Table 20.
A preliminary analysis on the quality of the images was made using the partial face images using the VeriEye
SDK [37]. Analysing three random images from the 46 subjects the overall quality scores obtained vary from
41 to 91, these values can be compared to those of well-known databases in Table 20.
Table 20 Comparison of several known databases regarding iris diameter, sharpness and image quality score

Database

UTIRIS (VIS)
UTIRIS (NIR)
UBIRIS.v1 (VIS)
MobBIO (VIS)
Cross-Eyed (NIR/VIS)
Casia.v4 Interval (NIR)
Casia.v4 Distance (NIR)
MMU1 (NIR)
MMU2 (NIR)

4
5

Images size
(pixel x pixel)
2048 x 1360
1000 x 776
800 x 600
250 x 200
400 x 300
320 x 240
2352 x 1728
320 x 240
-

Apr.
Diameter4
(px)
800
500
370
80
190
200
180
110
-

Iris Sharpness5

100
96
99
100

Image Quality
Score
62
34
47
30

Information obtained manually from a sample of images.
Information taken from [38].
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IIT Delhi (NIR)
Owned DB1
Owned DB2
3.1.4.4

-

-

100
80
80

64
28
30

Iris verification Method

Figure 26 Typical iris recognition system

The main steps of a typical iris recognition system are depicted in Figure 26. The evaluation of the iris data
captured in PROTECT comprises the following stages: pre-processing of the face images to obtain the eye
(iris) images; segmentation of the iris; feature extraction and matching. At this stage the first step was done
manually but in a later stage it is aimed to be done automatically with a state-of-the-art eye detection
method.
Pre-processing
The mobile VIS face images collected are processed and two ocular images are obtained, Figure 27.

Figure 27 Original partial face image and correspondent eye images

Segmentation
State-of-the-art methods for the iris segmentation [39][40] were tested on the iris images from the PROTECT
multimodal dataset v1 and yield poor results. The very challenging nature of the images explains the difficulty
of segmenting the iris which per se is not a trivial task even for ideal iris images. Undoubtedly the fact that
the images were captured under visible illumination adds difficulties particularly in the segmentation of the
pupillary contour. Some examples are shown in Figure 28.
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Figure 28 Original images (top row) and correspondent segmentation outputs by 3 state-of-the-art methods.

The method chosen for the segmentation process is then the one proposed by Haindl and Krupicka [41]. This
method was the best ranked in the MICHE I competition – a challenge for segmentation of images captured
with mobile devices. The output obtained with this method for the previous images can be observed in Figure
28.
One example of the segmentation outputs produced by this method is depicted in Figure 29.

Figure 29 Original image and correspondent segmentation outputs: (a) Original image; (b) Segmentation binary mask;
(c) Normalized binary mask (upper) and Normalized original image (lower).

Feature extraction and comparison
For the feature extraction and comparison, the method to be used to evaluate the data is a recent state-ofthe-art method developed and tested for MICHE II competition. The FIRE method [42] was chosen for its
good performance with mobile low-quality images. This method is a novel approach for iris recognition
particularly designed for iris recognition on smartphones and presented in its first version for the MICHE II Mobile Iris Challenge Evaluation Part II, held in 2016 in conjunction with the International Conference on
Pattern Recognition - ICPR 2016.
The algorithm is based on the combination of three feature extractors namely the colour descriptor, the
texture descriptor and the cluster descriptor. In Figure 30 is depicted a flow chart describing the approach.
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Figure 30 Algorithm flow chart (from [8]).

3.1.4.5

Mobile VIS iris baseline results

The method was evaluated using the 6 available samples from each eye pattern of the 47 subjects in the
database.
Intra-class comparisons: To obtain the intra-class distribution each of the 6 images was compared with the
remaining 5 images of the same eye pattern.
Inter-class comparisons: For the inter-class distributions, 3 images from each eye pattern were compared
with 3 images from all the remaining eye patterns. (It is to be noted that for both distributions, left eyes were
compared only with left eyes and right with right eyes. This is a natural choice since it is natural that the eye
detection system provides the information about the side where each eye pattern is located.)
The distributions obtained with comparing the 6 images for the intra-class comparisons and comparing 3
images for the inter-class comparisons are depicted in Figure 31 (a). In Figure 31 (b) is depicted the DET curve
obtained for the comparison scores of all the comparison obtained by matching left-left and right-right eye
patterns.

Figure 31 The (a) intra/inter-class distributions and the (b) DET curve obtained with the comparisons for all the eye
patterns.

Considering that in this context there are different options for performing the comparisons, like using only
one iris for recognition, specifically left or right or the best quality image, for instance, or using both. The
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results are presented for three different situations: comparing only left eye patterns, comparing only right
eye patterns or comparing both left-left and right-right eye patterns. These results are shown in Table 21 and
in Figure 32.
Table 21 Performance results for iris recognition

Left eye comparison
Right eye comparison
All comparison

EER (%)
17.73
15.32
16.32

ZeroFMR (%)
79.86
65.25
78.58

FMR10 (%)
22.55
19.00
20.78

FMR100 (%)
38.87
34.89
36.45

FMR1000 (%)
62.27
45.96
51.35

Figure 32 The DET curve obtained with the left-left, right-right and all the eye patterns.

3.1.4.6

Iris Quality Assessment

The ISO document ISO/IEC 29794-6:2015 [43] gives several indicators on the quality required for iris data. It
states that, on one hand, image quality metrics computed from a single image (quality metrics hereafter) are
useful to ensure the acquired images are suitable for biometric comparison; and on the other hand, image
quality metrics computed from a pair of images (mutual quality metrics hereafter) are useful to ensure the
reliability of the outcome when comparing the two images. For the quality metrics the document enumerates
normative quality requirements and recommended quality requirements.
According to the referred document, the defocus is defined as “image impairment due to the position of the
iris along the optical axis of the camera away from the plane or surface of best focus, generally resulting in
reduced sharpness (blur) and reduced contrast” [43].
Focus estimator
According to Daugman in [44], the application of a high pass convolution kernel of dimension 8x8 is a good
Fourier Transform approximation and works as high frequency spectral analysis, which can be considered an
estimator of the focus of the image. The High Frequency Power method is applied on the whole image and
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measures the energy concentration in the high frequency components of the spectrum using a high pass
convolution kernel.
Table 22 Values of the focus obtained for the eye samples selected for the 3 subsets of samples (enrolment,
development and test).

Enrolment
Development
Test

Minimum
37.50
41.87
40. 03

Maximum
93.35
97.26
96.97

Mean
60.78
61.56
61.28

The focus is a critical aspect in the images acquired for iris recognition. Among the data collection there is a
high variability in the quality of the images regarding this indicator. Examples of images are shown in Figure
33.

Figure 33 Examples of images with the minimum (a) and the maximum (b) values for the focus.
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Periocular VIS

Identifying people using the region around their eyes, known as periocular recognition, has become an active
research topic in biometrics. Background research has been conducted to prove the importance and strength
of using the periocular region for biometric identification tasks [3], in particular for situations where the facial
region is largely covered or occluded, and long-distance iris capture fails. For these reasons, as a novel
biometric trait, periocular has primarily been considered for combination with face [4][5] and iris recognition
[6][7] to enhance overall recognition accuracy.
To obtain the periocular images, processing is first done on the face images. So, for periocular recognition
assessment, the same data are used as in face recognition. For each face image detected and used in face
recognition, cropping is implemented to get the two periocular regions: left eye and right eye regions. The
same gallery images are used as in face recognition from each user. And their left and right eye images are
obtained as gallery periocular images.
3.1.5.1

Algorithms

Pre-processing
To obtain the 2D periocular region, the face images are registered and cropped. An arbitrary neutral face
image from the database is selected as the reference face. The faces in both gallery and probe sets are
translated, rotated, and scaled to align with the reference face. The transformation is calculated using facial
landmarks around the eyes. The full-face images are then cropped to create two separate periocular regions
of equal size (45 x 35 pixels), one for each eye.
Periocular recognition
Local Binary Patterns (LBP) [8] have been widely applied in biometric recognition. The literature describes
variations of them used for face recognition, presentation attack detection, and iris recognition, due to their
discriminative power for finding fine details on human skin, and their computational efficiency. Thus, LBP is
chosen in this work to create a descriptor of the 2D periocular image.
Each periocular image is divided into a grid of 8 x 8 = 64 sub images. Circular LBP (CLBP) [9] histograms are
calculated for each sub image. The histograms are concatenated to form one long descriptor, to represent
the 2D image. To compute the similarities for each probe image against the gallery images, a 𝜒 2 -distance
measure is used,

where 𝐻𝑝 is the CLBP histogram descriptor for each probe image and Hg is the equivalent descriptor for each
gallery image. 𝑖 and 𝑗 represent the 𝑖-th bin of the histogram and the 𝑗-th sub image.

3.1.5.2

Results

The data quality from the “walking” 2D face dataset has been analysed first. Figure 34 shows a few sample
images of the periocular region cropped from the 2D face dataset. The cropped eye regions have an average
image resolution around 30 pixels wide from this dataset, and average image sharpness around 25.79 out of
100. Eyes cannot even be identified in many cropped periocular images by human eyes due to its blurriness
and limited resolution. Thus, this dataset is not suitable for reasonable identification based on periocular
regions. The quality scores for the periocular images obtained from the 2D face dataset are reported in Table
23.
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Figure 34 Sample periocular images from the 2D face dataset captured at the first acquisition campaign in Reading
Table 23 Quality metrics for periocular images obtained from the 2D face dataset captured at the first PROTECT
multimodal dataset collection event

Quality Metric
Image sharpness (0 ~ 100)
Eye closure (%)

Cam 1
18.73
17.69

Cam 2
26.05
26.09

Cam 3
49.35
15.5

All
25.79
17.29

In order to evaluate the performance of periocular recognition, the mobile iris dataset was used which full
eye region were captured. Figure 35 shows a few sample images of the cropped periocular images from the
mobile dataset. The overall quality of the periocular is much better than the 2D face dataset.

Figure 35 Sample periocular images from the 2D face dataset captured at the Reading event

The average image sharpness is 64.36 out of 100, while the average image quality is of 25.79 for the 2D face
dataset. The image resolution is around 490 x 480 pixels. Significant quality differences between the two
datasets can be observed by comparing Figure 34 and Figure 35. Quality scores for the images obtained from
the iris database are reported in Table 24.
Table 24 Quality metrics for periocular images obtained from the iris mobile dataset captured at the first PROTECT
multimodal dataset collection event

Quality Metric
Image sharpness (0 ~ 100)

All
64.36

Page 46 of 132

Deliverable D7.4

PROTECT H2020 Project No. 700259

Verification
The verification results for the overall performance are shown in Table 25. Also, the DET curves are illustrated
in Figure 36, with FMR1000 at 31.96%. As wearing glasses is the main factor on performance, the evaluation
has been implemented on two sets of data: data without glasses, and data including glasses. Most users who
normally wear glasses were asked to take photos both with and with glasses on. The gallery images selected
are mostly using images without glasses.
Table 25 Periocular verification results for performance with and without glasses in the data

Camera
No glasses
Including glasses

FMR1000 (%)

ZeroFMR (%)

31.96
43.72

35.33
49.46

Figure 36 DET curve for periocular recognition for performance with and without glasses

Discussion
It is observed that the main factor that can affect the recognition performance is the presence of eyeglasses.
As shown in Figure 35, about over a third of the users were wearing glasses during data collection. The glasses
can sometimes cover most of the eye region based on their shape and size, and they often cause reflections.
The performance has deteriorated in FMR. Other factors can be from eye closure, partial occlusion, and facial
expression. However, the data were collected by letting the users take selfie photos, i.e. most images are
frontal faces with eye open.
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Finger Veins

Finger-vein verification is based on the pattern of the blood vessels inside the fingers of a human. These
patterns are captured using near-infrared (NIR) illumination. The haemoglobin in the blood absorbs NIR light,
thus the blood vessels (veins) appear as dark lines inside the captured images. Finger- as well as hand-vein
verification is more resistant against forgery because the veins are underneath the skin and only visible in
infrared light. In addition, the vein patterns are neither susceptible to abrasion nor skin surface conditions.
Finger and hand-vein verification cannot be done without capturing the vein patterns using an appropriate
scanner. A finger/hand-vein scanner consists of 2 basic components: a NIR sensitive camera and a NIR light
source. We used a custom build scanner to acquire the finger-vein images. The scanner consists of a
controllable light source using 8 NIR LEDs, a NIR enhanced industrial camera (IDS Imaging UI-1240ML-NIR,
max. resolution 1280x1024 pixels) and a 9 mm wide-angle-lens. The light source and the camera are placed
on opposite sides of the finger, i.e. the scanner uses trans-illumination. The images are taken from the dorsal
side of the finger.
According to the scope of PROTECT, finger, wrist, and hand veins shall be acquired with a minimal amount of
contact between the user and the biometric sensor. Ideally, that would lead to the development of fully
contactless vein pattern capture devices. In order to achieve this, the first step was to investigate the limits
of the data acquisition process. Obviously, this investigation must be done for each scanner independently,
because of each individual scanner specifications. The image acquisition process, using the devices described
below, only works in a very limited area in front of the sensor and requires active collaboration from the
subject due to several reasons, which can be summarised shortly by: i) ambient light influence, ii) limited
illumination strength of the NIR light sources and iii) optimal trade-off between illumination and distance to
camera leads to a rather narrow focus plane, which requires exact positioning of the hand in relation to the
integrated camera. To facilitate the capturing of the biometric pattern and to deal with the described
limitations, a finger/hand support for an easier positioning of the finger/hand was applied to the scanner
devices. In the used finger- and hand vein scanners this support is built within the device as can be seen in
Figure 37 and Figure 42.
In the future research it is planned to partly remove the currently used support to construct fully contactless
scanners. Nevertheless, it is unlikely that this goal can be reached in the case of finger vein biometrics, due
to the small finger area which needs to be placed in an optimal focal plane in front of the camera and the
limited range of the NIR illumination.
The finger-vein subset contains a total of 40 subjects, 2 fingers per subject (left and right index finger) and 3
images per finger, resulting in 2400 images in total. The images are grayscale PNG images, having a resolution
of 1280 x 440 pixels.

Figure 37: Finger veins capturing.
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Basic processing and baseline results

At first the finger-vein images are aligned based on the finger outline in a way that the finger is horizontally
aligned in order to compensate for rotations. Afterwards a ROI is extracted from the centre region of the
finger. To improve the visibility of the vein pattern we use High Frequency Emphasis Filtering (HFE) [45],
Circular Gabor Filter (CGF) [46] and simple CLAHE (local histogram equalisation) [47] as pre-processing.
After pre-processing different binarization type feature extraction and one key point-based technique are
used. Maximum Curvature (MC) [48] and Principal Curvature (PC) [49] and Gabor Filtering (GF) [50] aim to
extract the vein pattern from the background resulting in a binary image, followed by a comparison of these
binary images. Matching the binary feature images is done using a correlation measure, calculated between
the input images and in x- and y-direction shifted versions of the reference image. Moreover, a SIFT based
technique with additional key-point filtering [51] is used. For more details on the pre-processing, feature
extraction and matching methods the reader is referred to [51] and [52].
For calculating the necessary matching scores in order to compute the EER, FMR1000 and ZeroFMR we
followed the FVC2004 [53] protocol to reduce the number of impostor matches and thus to reduce the
computation time.
The software used to process the finger- and hand-vein data is publicly available6.
The results for the 4 tested recognition schemes are given in terms of EER, FMR1000 and ZeroFMR in Table
26 and the corresponding DET curves are given in Figure 38. SIFT performs best, achieving and EER of 7.42%,
followed by MC, GF and PC. SIFT not only uses the veins are during recognition but also parts of the finger
texture (SIFT is a general-purpose image descriptor). The fact that it is the best performing recognition
scheme indicates that the veins are less prominent in the images than the finger dorsal texture.
Table 26 Performance results for finger veins recognition

EER [%]
FMR1000 [%]
ZeroFMR [%]

6

MC
9.75
11.83
56.8

PC
11.84
15.09
52.37

SIFT
7.42
14.2
63.31

GF
10,07
10,65
65,38

http://wavelab.at/sources/Kauba16e/
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Figure 38 DET curves for finger veins recognition

3.1.7

Wrist Veins

Wrist-vein verification is based on the pattern of the blood vessels inside the wrist of a human. These patterns
are captured using near-infrared (NIR) illumination. The haemoglobin in the blood absorbs NIR light, thus the
blood vessels appear as dark lines inside the captured images. Similar to finger- and hand vein recognition is
the usage of wrist vascular patterns more resistant against forgery because the structures are underneath
the skin and only visible in infrared light. In addition, the vein patterns are neither susceptible to abrasion
nor skin surface conditions.
Wrist vein verification cannot be done without capturing the vein patterns using an appropriate scanner, but
the components are basically the same as in a finger/hand-vein scanner: a NIR sensitive camera and a NIR
light source. We used the HES-SO contact-less vein sensor, which was developed by the University of Applied
Sciences and Art Western Switzerland (HES-SO). This sensor can take vein images using reflected light with a
mobile phone as depicted in Figure 39.

Figure 39 HES-SO contactless vein scanner
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Table 27 Performance results for wrist veins recognition

EER [%]
FMR1000 [%]
ZeroFMR [%]

MC
10,56
19,89
25,05

PC
14,94
45,05
51,94

SIFT
11,4
57,1
63,76

GF
15,84
28,82
32,26

Figure 40 DET curves for wrist veins recognition

3.1.8

Hand Veins

Like finger-vein verification, hand-vein verification utilises the pattern of the blood vessels inside the hand of
a human, captured using NIR illumination. Drawbacks of hand-vein based verification systems include the
relatively big capturing devices compared to fingerprint sensors (especially trans-illumination-based sensors),
images having low contrast and quality in general and that the vein structure may be influenced by
temperature, physical activity and certain injuries and diseases.
The hand-vein data set included in the PROTECT multimodal dataset v1 was acquired using a custom build
scanner. This scanner uses two imaging devices. The first one is a NIR enhanced industrial camera (IDS
Imaging UI-1240ML-NIR, max. resolution 1280x1024 pixels) and a 9 mm wide-angle-lens. The second one is
a modified Nexus 5 smartphone (by EigenImaging) which has its IR-blocking filter removed but no additional
IR pass-through filter, maximum resolution of 3264x2448 pixels. It has 3 different NIR light sources. A 16x16
NIR LED matrix (850 nm LEDs) at the bottom for trans-illumination, where each LED can be brightness
controlled separately and two intensity-controllable 4x4 NIR LED panels at the top, one using 850 nm LEDs
and the other one using 950 nm LEDs, both for reflected light. In addition, there are 2 3x3 LED panels
consisting of white LEDs to support the Nexus 5 at focusing. Thus 3 different illumination scenarios and 2
capturing devices are available resulting in 6 different sub data sets. A detail of the illuminators of the scanner
can be seen in Figure 42 (a) and the whole scanner box can be seen in Figure 42 (b).
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Figure 41 Image acquisition using trans-illumination or reflected light

The hand-vein subset contains a total of 40 users, both hands, 5 images per hand (each time removing the
hand from the device and putting it in again) and illumination type with both cameras captured in one
session, resulting in 400 dorsal hand-vein images per subset and 2400 images in total. The hand remained in
the same position while capturing all 6 different camera/illumination conditions. The images captured with
the IDS camera are greyscale with a resolution of 720 x 720 pixels. The Nexus 5 images are RGB, 3264 x 2448
pixels.

Figure 42 (a) PLUS hand vein scanner with fixed camera; (b) PLUS hand vein scanner with a mobile phone camera

3.1.8.1

Basic processing and baseline results

The basic processing steps for the hand-vein images are the same as for the finger-vein ones. At first a ROI,
which is the central region of the hand, is extracted. Afterwards HFE, CGF and CLAHE are applied to enhance
the image contrast and visibility of the vein patterns.
MC, PC, GF and SIFT are used as feature extractors. The veins inside the hand-vein images are in general
thicker in terms of pixels width than finger-vein, thus the parameters of the feature extraction methods have
to be adapted for hand-vein images.
The matching step for the binary features (MC, PC and GF) has to be adopted for hand-vein images too.
Simple rotation compensation is done during matching (as the hand-vein images cannot be rotationally
aligned like finger-vein images) by matching against rotated versions of the image in addition to the
translations.
The results for the 4 tested recognition schemes are given in terms of EER, FMR1000 and ZeroFMR in Table
28 for the IDS camera images and in Table 29 for the Nexus 5 images.
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Table 28 Performance results for hand veins recognition with IDS camera images

Trans-illumination

Reflected Light 850 nm

Reflected Light 950 nm

EER [%]
FMR1000 [%]
ZeroFMR [%]
EER [%]
FMR1000 [%]
ZeroFMR [%]
EER [%]
FMR1000 [%]
ZeroFMR [%]

MC
1.496
2.114
2.239
0.253
0.254
0.254
0.124
0.248
0.248

PC
3.741
15.79
19.65
0.253
0.373
0.373
0.373
0.373
0.373

SIFT
4.707
12.94
12.94
3.377
8.085
8.582
0.093
0.1
0.495

GF
1.621
1.866
1.866
0.253
0.373
0.746
0.249
0.371
0.495

Reflected light with 950 nm LEDs works best for all the recognition schemes, followed by reflected light 850
nm. Trans-illumination performs worst. Considering the single recognition schemes, MC performs best,
followed by PC and GF while SIFT performs worst (except for reflected light 950 nm where it performs best).
The recognition performance especially of the reflected light setting is well in range with other results in
literature regarding hand-vein recognition [57].
Table 29 Performance results for hand veins recognition with Nexus 5 images

Trans-illumination

Reflected Light 850 nm

Reflected Light 950 nm

EER [%]
FMR1000 [%]
ZeroFMR [%]
EER [%]
FMR1000 [%]
ZeroFMR [%]
EER [%]
FMR1000 [%]
ZeroFMR [%]

MC
3.134
17.73
19.75
5.41
12.39
15.27
6.572
30.13
30.5

PC
2.759
5.535
7.925
3.752
14.64
16.9
8.113
26.71
31.27

SIFT
7.899
24.91
29.43
19.61
54.19
60.58
12.14
44.68
53.92

GF
26.77
59.25
59.75
34.65
78.6
81.85
40.88
89.87
92.03

Compared to the IDS camera results, the Nexus 5 performs by far worse. The Nexus 5 smartphone has its
infrared-blocking filter removed but it does neither have a special NIR enhanced camera nor an additional
NIR pass-through filter, i.e. it is less sensitive to NIR light than to daylight. As a consequence, the reflected
light settings are inferior compared to trans-illumination simply because the higher light intensity at transillumination which reduces the influence of the ambient light. Regarding the single recognition schemes, PC
performs best (except for reflected light 950 nm), followed by MC and SIFT and GF performs by far worst.
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Figure 43 DET curves for hand veins recognition using the IDS sensor: (a) Trans illumination; (b) Reflected Light 850
nm; (c) Reflected Light 950 nm
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Figure 44 DET curves for hand veins recognition using Nexus 5: (a) Trans illumination; (b) Reflected Light 850 nm; (c)
Reflected Light 950 nm

3.1.8.2

Finger, wrist, and hand veins Quality Assessment

Three different quality metrics have been applied on the Reading vein pattern data to measure the quality
of the biometric information and/or the overall image quality. Two quality measures can be used for finger,
wrist and hand vein images only because they are designed for vein structures, but one can be considered as
measure for other images as well. The last-named quality metric focuses on the global contrast variability
detectable in images.
This so called “Global Contrast Factor” (GCF) was introduced in [54]. The main purpose of the metric is to
define a quality reflecting method, which corresponds very close to the human perception of contrast. Thus,
different resolution levels of an image are taken into account to compute a score representing the overall
contrast of the specific image. This approach is done by using local contrast information and an afterwards
fusion of those local scores to get the final global contrast factor. The local contrast information is based on
the fact that the human visual system is not equally sensitive to certain contrast changes at various
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frequencies. Therefore, different spatial frequencies at various, predefined areas of the input image are
considered. The final combination of all calculated scores is built by a weighted average of the locally
calculated values.
The other two methods are only designed for vein images as mentioned above. The first one, proposed by
Ma et al. [55], focuses on five different main factors, which have probably the most effect on the vein
biometrics quality. Those main influences are once more the contrast of the whole image, the position offset,
the effective area, the clarity and finally the human visual system itself. The calculation of the contrast is
done on the global image, without considering local information as it was performed in the GCF method. The
position offset is represented by an index, describing how well the biometric information was placed in the
captured centre of the image. The effective area is validated by measuring the amount of foreground areas
in the entire image. The foreground contains the biometric trait – the vein patterns. After measuring the
amount of foreground information, it is necessary to determine the clarity of this image area. Thus, the entire
image is subdivided in small 4x4 pixel blocks and for each block it is computed if the block is blurred compared
to its neighbouring blocks or not. The number of all detected blurred blocks describes the clarity index of the
image. Finally, the signal to noise ratio based on the human visual system is determined by measuring the
noise detectable in the spatial frequency of the whole image. All five calculated indices are weighted and
combined to one final quality score, the so called HSNR finger vein quality index.
The second vein specific quality score was introduced by a research of Wang et al. [56]. This method is based
on clarity and brightness uniformity of the image and was originally designed for near infrared palm vein ROI
images. The brightness of a vein image is measured by computing maximum and minimum average grey
values on image spatial areas. The clarity of the image was calculated using a different method as it was done
in HSNR before. The authors quantified the blur on a picture by first blurring it and second comparing the
variations between the neighbouring pixels before and after an additional low-pass filtering step.
The outcomes of the different metrics are single values ranged from 0 to 100 (HSNR), 0 to 1 (Wang) and 0 to
8 (GCF). All methods are representing a good quality in case the results are near 100 (HSNR), 1 (Wang) and 8
(GCF).
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Anthropometrics

The PROTECT anthropometric verification system has been evaluated based on the dataset collected during
data collection event held in Reading, UK in June 2017. As a result of the data collection meeting,
anthropometric and gait data were successfully collected from subjects of varying age, gender and nationality
(5 samples per subject).
3.1.9.1

Acquisition

The Kinect SDK provides functionality for accurate person tracking from about 1.5m to up to 4.5m. Gait
collected from 3m is vulnerable to random noise and presentation attacks. In order to extend the collection
distance, several Kinects (3 for this collection) with pre-processing platforms have been used to construct a
network of sensors that is able to cover the entire Biometric Capture Area. A conceptual design of the
network and the setup used for data collection can be seen in the Figure 45 (b) and (c), respectively.

Figure 45 (a) Microsoft Kinect for Xbox One; (b) The scheme of a Kinect network and (c) the real acquisition setup

3.1.9.2

Basic processing and baseline results

The anthropometric verification system uses an artificial neural network as a classifier. The network can
assess similarity between two recorded patterns (templates, feature vectors). As a first step of the training
process, the collected data have been transformed into feature vectors (one vector for each subject and for
each sample). Subsequently, the acquired feature vectors were paired with each other in order to produce
training batches. The resulting dataset was divided into test and validation sets. The test dataset included
about 60% of all subjects while the validation dataset contained the remaining 40%. The neural network
model has been trained and validated based on these two datasets.
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Subsequently, the trained model has been used in order to evaluate the modality. Due to the relatively low
number of subjects, the final evaluation test dataset comprised all collected samples (both those used for
training as well as those involved in the validation process). The classifier took two patterns as an input and
produced a distance measure that represented dissimilarity between two patterns (value of “0” was a perfect
match, the greater value the less similar were the patterns). The evaluation test was performed by calculating
distances for every pair of patterns in the dataset. False match and non-match rates were computed for
various decision threshold values. Based on the results, the performance indicators were obtained.
In Table 30, the evaluation results are presented (ZeroFMR and FMR1000 parameters are provided).
Moreover, in Figure 46, DET curve for the model is presented.
Table 30 Experiment summary and performance results for anthropometrics

Classifier

Artificial Neural Network

Training dataset
Validation dataset
Test dataset
ZeroFMR
FMR1000

60% of subjects (all samples of a given subject)
All samples not involved in training
All acquired samples
18.66%
4.44%

Figure 46 Performance results for anthropometrics

3.1.9.3

Anthropometrics Quality Assessment

The anthropometrics quality score represents the ratio of number of frames with fully visible skeleton (a
frame with confidence equal to 1) to the number of available frames after fusing data from all Kinect
sensors (resulting in a value in the range of <0, 1>). The confidence value is a built-in Kinect SDK variable
and is assigned to every skeleton based on the input quality and particular joints visibility. The low-quality
samples have higher probability of measurement error. The quality of 0.5 and higher is perceived as a
reliable score.
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The quality is calculated using the following formula:
𝑁1
𝑁
where: S - Quality score, N1- number of frames with fully visible skeleton, N - number of all frames.
𝑆=
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Multi-modal evaluation

Multi-modal evaluation on the PROTECT multimodal dataset v1 has been carried out with the help of a
MATLAB tool, namely the BOSARIS Toolkit7.
The BOSARIS Toolkit is a collection of functions and classes that can be used to calibrate, fuse and plot scores
for biometric recognition.
Each PROTECT partner responsible for one or several biometrics, has been asked to provide, for each
biometric trait, two distance matrices, namely the DEV matrix and EVAL matrix.
DEV matrix
The development matrix is used to tune the weights for multimodal fusion. The weights will be then used on
the evaluation matrix. It contains the scores originating from the comparison of 47 enrolled samples (one for
each subject) against 47 development samples.
EVAL matrix
The evaluation matrix is made up of scores originating from the comparison of the 47 enrolled samples
mentioned before, against 47 evaluation samples (different from the development ones).
The performed evaluation is of type “closed set” since all 47 subjects are both in the Gallery set (enrolled
samples) and in the Probe set (testing samples). However, the weights for fusion are computed on the DEV
matrix and used on unseen test samples for final performance evaluation.
This protocol was adopted for all biometrics except for finger/wrist/hand veins, where left hand was used to
build the DEV matrix and the right hand for the EVAL matrix.
For those biometric traits for which more than one baseline was tested, the best performing configuration
has been chosen for fusion. For example, for hand veins, two devices, three methods and three illumination
sources were tested (see Section 3.1.8) and the best performing configuration has been selected: IDS camera,
Reflected Light 950 nm, MC method. In Table 31, the selected configurations per biometric trait are listed.
Table 31 Selected configuration per biometric trait

Biometrics
2D Face VIS
3D Face RGB
3D Face Depth
Thermal Face
Iris VIS
Periocular VIS
Finger Veins
Wrist Veins
Hand Veins
Anthropometrics

Selected configuration
Camera 1
FRONTAL D1 VS FRONTAL D2/D3
FRONTAL D1 VS FRONTAL D2/D3
LBP method
Right eye
No glasses
MC method
MC method
IDS camera, Reflected Light 950 nm, MC method
-

Considering that for some biometrics the score matrix is incomplete, i.e. there are missing scores for some
trials, the latter are excluded from the fused score matrix. The total number of trials on which the multimodal performances are evaluated is of 1406. If all matrices were completed the total number of trials would
have been 47×47 = 2209.
Missing scores are due to problems in acquisition, segmentation or in matching phase of single modalities.

7

https://sites.google.com/site/bosaristoolkit/
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Single-modality performance on DEV and EVAL sets

In this section the results obtained by re-computing single-modality performance on the EVAL matrices
provided are presented. The performance may result different from the one showed in Section 3.1, because
performed on a different distance matrix. Table 32 summarizes the performance values of EER, ZeroFMR,
and FMR1000, obtained by the single modalities. Figure 47 shows the corresponding DET curves.
Table 32 Single-modality evaluation of EVAL sets (%)

Biometrics
2D Face VIS
3D Face RGB
3D Face Depth
Thermal Face
Iris VIS
Periocular VIS
Finger Veins
Wrist Veins
Hand Veins
Anthropometrics

EER [%]
2.69
0
44.27
5.08
16.17
16.64
5.13
0.95
9.76
0.47

ZeroFMR [%]
10.81
0
97.30
5.41
70.27
48.65
5.41
5.41
10.81
24.32

FMR1000 [%]
8.11
0
97.30
5.41
40.54
45.95
5.41
5.41
10.81
10.81

Figure 47 DET curves for single modality systems. Performance obtained using the DEV and EVAL matrices provided
for multi-modal evaluation.
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From Table 32 and Figure 47, it can be observed that on one hand, there are some biometric traits very
promising for fusion, achieving near-to-perfect classification (e.g. 3D face RGB, wrist veins). On the other
hand, some biometric traits, in particular “3D face - depth map”, need further investigation for improving
performance. However, the evaluation reported in this document, is intended as baseline assessment and
the aim of the work under WP5 is to develop algorithms for biometric recognition to beat the baselines
assessed here.
3.2.2

Multi-modal performance

In this section, multimodal evaluation is presented. According to the outcomes of Deliverable 5.2 “Scenario
Specific Sensor Solutions”, biometric traits have been grouped based on in which demonstrator they are
supposed to be used. In D5.2, Table 5: “Overview of the biometric solutions to be included in the two
demonstrators”, reported here in Table 33, summarizes the decisions concerning the implementation of the
various biometric solutions in the planned demonstrators.
Table 33: Overview of the biometric solutions to be included in the two demonstrators. From D5.2.

Type A
Air / Sea Border

Demonstrators:

Type B
Land Border

Sensor Type

Fixed

Mobile

Fixed

Mobile

2D Face VIS

✓

-

-

-

2D Face NIR

✓

-

-

✓

3D Face

✓

-

✓

-

Thermal Face

-

-

✓

-

Iris NIR

-

-

-

✓

Iris VIS

-

-

-

-

Periocular VIS

✓

-

-

-

Periocular NIR

✓

-

-

-

Finger Veins

-

-

✓

✓

Hand Veins

-

-

✓

✓

Voice

-

-

-

✓

Anthropometrics

✓

-

-

-

Based on Table 33, here is the list of experiments carried out for multimodal evaluation:
•

All systems fusion – all biometric systems are fused together, based on the data, here are the
biometrics used in this evaluation:
o

2D Face VIS

o

3D Face
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o

Thermal Face

o

Iris VIS

o

Periocular VIS

o

Finger Veins

o

Hand Veins

o

Wrist Veins

o

Anthropometrics

Air/Sea border fusion – fusion of systems to be used in the Air/Sea border demonstrator:
o

2D Face VIS

o

3D Face

o

Periocular VIS

o

Anthropometrics

Land border fusion – fusion of systems to be used in the Land border demonstrator:
o

3D Face

o

Thermal Face

o

Finger Veins

o

Hand Veins

o

Wrist Veins

The BOSARIS toolkit allows to integrate samples’ quality scores for multimodal fusion. Thus, for all following
fusion results, the quality scores are used.
3.2.2.1

Multimodal evaluation results

In this section, the results for multimodal evaluation are presented. As mentioned above, the DEV matrix is
used for tuning the weights for fusion and the final performance scores are assessed on the EVAL matrix
(unseen data). The quality scores are integrated in the fusion process.
Prior to fusion, all matrices have been normalized using Minmax normalization so that all values lie in the
range [0, 1]. In Table 34, the fusion weights computed by the BOSARIS Toolkit are showed. As it can be
observed, hand and finger veins, 3D face RGB, 2D face VIS, and thermal face are assigned with the largest
weights. Fusion is performed via weighted linear combination.
Table 34: Weights associated to each biometrics for fusion by the BOSARIS Toolkit.

Biometrics
2D Face VIS
3D Face RGB
3D Face Depth
Thermal Face
Iris VIS
Periocular VIS
Finger Veins
Wrist Veins
Hand Veins
Anthropometrics

Weight
12.60
-3.03
12.92
10.91
0.89
-5.33
16.00
6.60
31.80
-7.82
Page 63 of 132

PROTECT H2020 Project No. 700259

Deliverable D7.4

In Table 35, EER, ZeroFMR, and FMR100 values for the fusion experiments are given. The corresponding DET
curves are illustrated in Figure 48.
Table 35: Multi-modal evaluation performance results.

Fusion
All systems
Air/sea border
Land border

EER [%]
0
0
0

ZeroFMR [%]
0
0
0

FMR1000 [%]
0
0
0

Figure 48: DET curves for multimodal evaluation.
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Technical performance assessment on PROTECT multimodal dataset v2
Scenario evaluation on data collected by the demonstrators
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4

Biometric systems performance assessment 2019

4.1

Technical performance testing on PROTECT multimodal dataset v2

This Section reports the biometric system performance assessment on the PROTECT multimodal dataset v2.
Such dataset was collected during the second biometric acquisition campaign held at UREAD, Reading, in July
2018. This dataset differs from the first version in various aspects. In the following, the differences that are
relevant for performance evaluation are reported:
•

The second version of the database has been collected after the system architecture was finalized.
Thus, data was collected by simulating the application scenarios: the walk-through biometric
corridor; and the vehicle / drive-through corridor scenario;

•

The sensors used in the walk-through or in the drive-through scenario were selected according to
the biometric selection reported in deliverable “D5.2 Scenario specific sensor solutions”.

•

Data was collected during two acquisition sessions separated in time;

•

Enrolment samples were collected in controlled environment (indoor, uniform background);

•

Test samples were collected in environments simulating realistic application conditions;

•

Test samples include subject variations and presentation attacks.

Figure 49 and Figure 50 show the setup of the sensors for the second biometric acquisition campaign. From
the pictures it can be observed that the setup simulates very closely the final demonstrators, see Figure 93
and Figure 94 for comparison. The sensor setup and the environment – indoor for the walk-through scenario,
outdoor for the drive-through one, artificial and natural light, etc. – contributed in obtaining samples
simulating realistic acquisition conditions. Consequently, the performance assessment reported in this
Section is considered reliable.
The protocol defined by EURECOM to collect the data for multimodal evaluation is attached to this document
(see Appendix I Performance evaluation protocol).

Figure 49: Walk-through corridor setup for data collection.
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Figure 50: Drive-through corridor setup for data collection.

General:
The evaluation aims at assessing the performances of two systems:
1. Air/sea scenario, also referred to as walk-through scenario in the following: It is a biometric capture
area through which the traveller can pass on foot, eventually carrying a luggage, rucksack, or bag,
and get automatically authenticated (ABC). The biometric sensors used for this scenario are all
contactless, allowing the traveller to walk without stopping. The system is located indoor in presence
of artificial and natural light.
2. Land border scenario, also referred to as drive-through scenario in the following: it is a BCA through
which the traveller can pass in a vehicle. The variability here is given by the height of the vehicle and
the distance and angle between the traveller and the sensors that change depending on where the
vehicle stops. The biometric sensors used for this scenario include contact and contactless acquisition
and allow the traveller to get authenticated from within the vehicle. The system is located outdoor
in presence of mainly natural light during the day, and artificial light during night.
The data collection was performed in order to reflect the two scenarios described above. Table 36
summarizes the biometric traits in the PROTECT multimodal dataset v2 and indicates in which acquisition
scenario they were collected. Please note that the list of biometric traits in the dataset is slightly different
from the actual biometric traits deployed in the demonstrators (see Section 4.2 Scenario evaluation). This is
due to various factors, including for example:
-

3D face
o

-

Processing time too high to be integrated in the real-time demonstrator. However, a
separate demonstrator, only including 3D face verification and PAD, has been deployed to
show the potential of the use of this biometric trait;

Thermal face for the walk-through scenario
o

Due to low quality on-the-move acquisitions;
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Iris
o

Due to low verification performance.
Table 36 Description of the collected biometric traits

Biometric trait
2D Face
3D Face

Thermal Face

Iris

Periocular
Finger Veins
Hand Veins
Anthropometrics

Description
2D videos of the face (VIS and NIR)
3D image of the face, composed by the
2D image plus the depth field
information
Body heat pattern of the face derived
primarily from the pattern of superficial
blood vessels under the skin
The coloured region of the eye enclosed
between the pupil (dark region) and the
sclera (white region)
Eye and surrounding area including
eyelids, eyebrows (VIS and NIR)
The patterns of the human finger veins
beneath the skin's surface
The patterns of the human hand veins
beneath the skin's surface
Skeleton joints positions

Partner Responsible
UREAD
EURECOM

Acquisition scenario
Walking through
Walking through
Drive through

WAT / EURECOM

Walking through
Drive through

UREAD

Drive through

UREAD

Walking through

PLUS

Drive through

PLUS

Drive through

ITTI

Walking through

Performance metrics:
Two types of performance assessment are reported in this Section:
1. Technical performance testing of biometric systems and devices: Technical performance testing
seeks to determine error and throughput rates, with the goal of understanding and predicting the
real-world error and throughput performance of biometric systems. Metrics:
a. False match rate (FMR): proportion of zero-effort impostor attempt samples falsely declared
to match the compared non-self template;
b. False non-match rate (FNMR): proportion of genuine attempt samples falsely declared not
to match the template of the same characteristic from the same user supplying the sample;
c. Equal error rate (EER): value at which FMR = FNMR;
d. FMR1000: the lowest FNMR for FMR <= 1/1000;
e. ZeroFMR: the lowest FNMR for FMR = 0;
f.

Detection error trade-off (DET) curve: modified ROC curve which plots error rates on both
axes (false positives on the x-axis and false negatives on the y-axis).

2. Scenario evaluation: Scenario evaluations evaluate sensors and algorithms by processing of samples
collected from Test Subjects in real time. It is intended for measurement of performance in modelled
environments, inclusive of Test Subject-system interactions.
a. FMR;
b. FNMR;
c. False accept rate (FAR): proportion of verification transactions with wrongful claims of
identity that are incorrectly confirmed;
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d. False reject rate (FRR): proportion of verification transactions with wrongful claims of
identity that are incorrectly confirmed;
Test crew:
The target population for the PROTECT systems is the universe of travellers crossing the different types of
border controls. It should be noted that, following the current laws that impose the users of eGates to be
over 18 years old and due to the legal implications of collecting biometric data from minors, the under 18s
were excluded from the targeted population. Considering that the target population is the universe of
travellers, the corpus should include subjects with a wide range of variety in age, gender, ethnicity, and
eye/skin types.
The age of the subjects’ spans a large interval from 22 to 72. The age distribution in 5-year intervals can be
observed in the graphic depicted in Figure 51.

Frequency

Age distribution
9
8
7
6
5
4
3
2
1
0

Age intervals
Figure 51: Distribution of the age intervals of subjects in the corpus.

Obtaining an operationally representative distribution of males and females was challenging as a result of
the environment where the collection was made which is predominantly composed of male staff. The final
distribution was 53% “male”, 44% “female” and 3% “prefer not to say” as shown in Figure 52.
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Gender distribution

Prefer not to say
3%
Female
42%

Male
55%

Male

Female

Prefer not to say

Figure 52: Distribution of the gender of subjects in the corpus.

Concerning the variety of ethnicities, the set of volunteers includes Caucasians, Asians, Africans, Indians,
Middle-easterners and others. Naturally the variety of ethnicities results in a diversity of eye and skin types.
Number of subjects, shots and sessions:
Data was recorded from 38 subjects. This collection was an extremely complex event and required a
significant effort from all the partners involved. The collection events involved several logistically complex
issues since all sensors had to be transported and installed in one place and the acquisition setup had to
integrate all different sensors for each volunteer.
In the collection of the final version of the PROTECT Multimodal DB dataset (PROTECT Multimodal DB v2) an
effort was be made to follow the recommendations given in the ISO standard documents regarding the
multiplicity of sessions and other relevant aspects (such as a sufficient number of samples in each session
and the repetition of the same sequence of collection across different sessions, among others) to ensure
operationally representative variability in the data to be used for the performance evaluation of the
recognition systems.
In the second collection this was an aspect considered. The collection spanned a period of one week and for
some subjects it was possible to collect data in 2 different sessions, as much as possible one in the beginning
of the week and another in the end.

For a more detailed description of the PROTECT multimodal database v2, the reader is referred to deliverable
D7.3 “PROTECT protocol and database final”.

4.1.1

Single-modality performance assessment

In this Section, performance assessment of the single-modality systems is reported. A short description of
the developed methods is reported in each corresponding Section if the method evolved from the one tested
for the first evaluation held in 2018 (see Section 4
“Biometric systems performance assessment
2018”). The reader is referred to deliverables D6.1 “Report on multimodal biometric tool” and D5.3 “Scenario
specific sensor solutions with privacy enhancing technologies” for a detailed description of the final versions
of the biometric verification solutions.
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2D face VIS

The 2D face VIS method tested here is similar to that used for the first evaluation described in Section 3.1.1,
with a few differences . As part of the v2 database, two VIS cameras were used rather than three in the v1
database. The images selected for the evaluation were extracted automatically using the Feature Quality
provided by Visage Technologies’ software, and manually confirmed to be of high quality. A minimum of 10
images per walk-through were extracted from across the two cameras, with variations arising from quality
of the overall sequence. The final score for a walk-through is the average of the scores against the gallery
image.
The performances achieved for the walk-through scenario are illustrated in terms of DET curve in Figure 53.
The performance values are reported here:
-

EER = 0.0179;

-

FMR1000 = 0.0518;

-

ZeroFMR = 0.0956.

Tests carried out on 18292 comparisons.

Figure 53: DET curve for the 2D face VIS system

4.1.1.2

2D face NIR

The setup for the NIR is similar to the VIS setup as described above. Only one camera was used and was
placed between the two VIS cameras in the corridor. The selection of images is the same as for the VIS
cameras as well as the method used in the calculation of the final scores per walk-through.
The single-modality results for 2D face NIR are reported here. The performances achieved for the walkthrough scenario are illustrated in terms of DET curve in Figure 53. The performance values are reported
here:
-

EER = 0.0705;
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-

FMR1000 = N/A;

-

ZeroFMR = N/A.

Tests carried out on 17655 comparisons.

Figure 54: DET curve for the 2D face NIR system

4.1.1.3

3D face

During the first performance evaluation held in 2018 and reported in this document in Section 3, some
existing approaches were tested on the light-field face images collected during the first acquisition campaign.
The feature extraction was applied and tested separately on the 2D RGB face image and the depth map
extracted from the light-field raw file.

Figure 55: Illustration of the 3D face verification algorithm.

The 3D face verification algorithm was developed within PROTECT. It exploits one of the light-field image
representations, namely the multi-view or sub-aperture image (see Figure 55). Five views, those with highest
disparity between each other, are selected and pre-processed separately. The face is located, aligned, and
cropped with a pre-trained model based on Histogram of Oriented Gradients (HOG) features available in the
open source library DLIB. OpenFace [11] features are then extracted from each view.
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When two faces are compared, cross distances among all views of the two light-field images to be compared
are computed. The minimum distance is then selected as final comparison score. The use of multi-views
enables the system to achieve better performances when compared to 2D face recognition [58].

As mentioned before, 3D face is selected for its use in both the walking- and the drive-through systems. Two
light-field cameras were used during the acquisition campaign to collect samples in both the simulated
walking- and drive-through corridors. In the following, the performance obtained for each scenario is
reported.

Figure 56: DET curve for the 3D face system tested on the walk-through scenario samples

The performances achieved by 3D face for the walk-through scenario are illustrated in terms of DET curve in
Figure 57. The performance values are reported here:
-

EER = 0.0074;

-

FMR1000 = 0.0299;

-

ZeroFMR = 0.1003.

Tests carried out on 128160 comparisons.
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Figure 57: DET curve for the 3D face system tested on the drive-through scenario samples

The performances achieved by 3D face for the drive-through scenario are illustrated in terms of DET curve in
Figure 57. The performance values are reported here:
-

EER = 0.0328;

-

FMR1000 = 0.0384;

-

ZeroFMR = 0.5830.

Tests carried out on 72000 comparisons.

After applying the quality score obtained as described in Section 3.1.2.6, resulting performance are those
illustrated in Figure 58 and Figure 59 for the walk- and drive-through scenario, respectively. Three schemes
are tested to combine the verification and quality scores: multiplication; simple sum; multiplication after
minmax score normalization; simple sum after minmax score normalization.
As can be seen, the performance drops compared to the previous evaluation, indicating that the quality
measure used is not suitable for the system.
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Figure 58: DET curve for the 3D face system tested on the walk-through scenario samples after applying the quality
scores

Performance values for the walk-through scenario when applying the quality scores are presented in Table
37.
Table 37: Performance values for the walk-through scenario when applying the quality scores.

EER
Multiplication
0.3361
Sum
0.4482
Minmax + multiplication 0.0998
Minmax + sum
0.0985
Tests carried out on 128160 comparisons.

FMR1000
1
0.9981
0.9967
0.8282

ZeroFMR
N/A
0.9990
N/A
0.9349
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Figure 59: DET curve for the 3D face system tested on the drive-through scenario samples after applying the quality
scores

Performance values for the drive-through scenario when applying the quality scores are presented in Table
38.
Table 38: Performance values for the drive-through scenario when applying the quality scores

EER
Multiplication
0.4748
Sum
0.4467
Minmax + multiplication 0.0847
Minmax + sum
0.1326
Tests carried out on 72000 comparisons.

4.1.1.4

FMR1000
1
1
N/A
0.7905

ZeroFMR
N/A
N/A
N/A
0.9093

Thermal face

The solution for thermal face verification has been updated since the first performance assessment. The new
developed method is described in the following.
The algorithm relies on Support Vector Machine and binary features. Face detection is performed using
customized FasterRCNN algorithm. It is the Region Proposal Network (RPN) that shares full-image
convolutional features with the detection network [13]. For face alignment Supervised Descent Method
(SDM) with SIFT features [59] have been applied. SDM have been used for minimizing a Non-linear Least
Squares (NLS) function and facial landmarks detection. The workflow of the thermal face verification system
is illustrated in Figure 60.
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Figure 60: Thermal face verification workflow.

Since one of the biggest challenges for thermal face recognition systems is to reduce the fluctuations of
temperature of the subject’s face and environment, it is required to process the image to remove the
fluctuations of pixels intensity. The Difference of Gaussians (DoG) filtering [60] has been applied, which is a
common technique to remove illumination variations for visible face recognition. It is a band-pass filter that
involves the subtraction of two Gaussians.
As feature descriptor, multi-block local binary pattern (MB-LBP) was used [61]. MB-LBP achieved encouraging
performance and due to modifications introduced to the original LBP method can capture large scale
structures that may be the dominant features of images.
The adopted DML scheme compares feature vectors using distance metrics. The extracted MB LBP feature
vectors are classified using distance metrics to finally perform pairwise identity verification. The pairwise
identity verification is proposed as a binary classification task performed with Support Vector Machine (SVM).
SVM, as a model employing kernel trick is well fitted for datasets with limited volumes. To provide a
consistent distance learning comparison, binary support vector machine (SVM) classifier was trained on
values of Euclidean metrics between feature vectors.
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Figure 61: DET curve for the thermal face system.

In order to calculate the performance metrics EER, ZeroFMR, FMR 1000, and DET curve, Monte Carlo crossvalidation is used. The number of steps is 10. The results are then averaged.
The performances achieved for the drive-through scenario are illustrated in terms of DET curve in Figure 61
and the corresponding performance values are reported below:
-

EER = 0.1052;

-

FMR1000 = 0.4752;

-

ZeroFMR = 0.5555.

Tests carried out on 24080 comparisons and 10 steps of Monte Carlo cross-validation.

The performances obtained after applying the quality scores described in Section 3.1.3.3 are illustrated by
the DET curve in Figure 62. The corresponding performance values are reported in Table 39.
Table 39: Performance values for the thermal face system when applying the quality scores.

EER
Multiplication
0.330276
Sum
0.461348
Minmax + multiplication 0.314879
Minmax + sum
0.253273
Tests carried out on 24080 comparisons.

FMR1000
0.965116
0.982558
N/A
0.839535

ZeroFMR
0.970930
0.982558
N/A
0.881395
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Figure 62: DET curve for the thermal face system after applying the quality scores.

4.1.1.5

Periocular VIS

The periocular VIS method tested here is the same used for the first evaluation and described in Section
3.1.5, , with the modifications as described in the Face VIS in 4.1.1.1. The performances achieved for the
walk-through scenario are illustrated in terms of DET curve in Figure 63. The performance values are reported
here:
-

EER = 0.4828;

-

FMR1000 = N/A;

-

ZeroFMR = N/A.

Tests carried out on 20444 comparisons.

Page 80 of 132

Deliverable D7.4

PROTECT H2020 Project No. 700259

Figure 63: DET curve for the periocular VIS system

4.1.1.6

Periocular NIR

The single-modality results for periocular NIR are reported here. The performances achieved for the walkthrough scenario are illustrated in terms of DET curve in Figure 64. The performance values are reported
here:
-

EER = 0. 3837;

-

FMR1000 = N/A;

-

ZeroFMR = N/A.

Tests carried out on 20330 comparisons.

Figure 64: DET curve for the periocular NIR system
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Hand and Finger veins

As for many other biometric traits, the hand and finger vein verification algorithms tested during the first
evaluation were state-of-the-art techniques assessed to serve as baseline for the development of new
techniques. The newly developed technique for hand and finger vein verification is described below.
Finger and hand-vein recognition cannot be performed without capturing the vein patterns using an
appropriate scanner. A finger/hand-vein scanner consists of 2 basic components: a NIR sensitive camera and
a NIR light source. After the image acquisition, the visibility of the vein pattern is improved by applying High
Frequency Emphasis Filtering (HFE), Circular Gabor Filter (CGF) and simple CLAHE (contrast limited adaptive
histogram equalisation). After pre-processing, different types of features are extracted: binary ones and one
key-point-based technique. Maximum Curvature (MC) and Principal Curvature (PC) and Gabor Filtering (GF)
aim to extract the vein pattern from the background resulting in a binary image, followed by a comparison
of these binary images. Matching the binary feature images is done using a correlation measure (range [0,
1]), calculated between the input images and in x- and y-direction shifted versions of the reference image.
Moreover, a SIFT based technique with additional key-point filtering is used.
Finger veins results
In this Section, the results of the performance assessment of the finger vein verification method are reported.
The method is tested with 4 different sensors and on 6 fingers per subject. The fingers are indicated by the
labels F1, F2, …, F6, where F1, F2, and F3 indicate the index, middle and ring fingers of the right hand,
respectively. Similarly, F4, F5, and F6 indicate the index middle and ring fingers of the left hand, respectively.
The four sensors are:
-

S1: Trans-illumination LASER, palmar

-

S2: Trans-illumination LASER, dorsal;

-

S3: Trans-illumination LED, palmar;

-

S4: Trans-illumination LED, dorsal.

The DET curves for the system are presented in Figure 65. The plots are grouped by sensor, for each plot the
DET curves for all 6 fingers are showed. The corresponding performance values are reported in Table 40.
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Figure 65: DET curves for the finger-vein system. Four sensors and 6 fingers per subject are tested.
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Table 40: Finger-vein system performance assessment results.

Sensor, finger
S1F1
S1F2
S1F3
S1F4
S1F5
S1F6
S2F1
S2F2
S2F3
S2F4
S2F5
S2F6
S3F1
S3F2
S3F3
S3F4
S3F5
S3F6
S4F1
S4F2
S4F3
S4F4
S4F5
S4F6

EER
0.1134
0.0334
0.1660
0.2216
0.0452
0.1169
0.0498
0.0379
0.1288
0.0753
0.1544
0.1917
0.1315
0.0005
0.1406
0.1206
0
0.1459
0.1500
0.0041
0.1292
0.1192
0.0041
0.1424

FMR1000
0.2417
0.1000
0.2875
0.4125
0.1083
0.2625
0.1000
0.1458
0.2208
0.1500
0.2792
0.3708
0.1568
0.0042
0.2034
0.1542
0
0.2167
0.1667
0.0083
0.1667
0.1333
0.0042
0.2000

ZeroFMR
0.2958
0.1708
0.3000
0.5125
0.1583
0.3083
0.1083
0.1708
0.2583
0.1750
0.3042
0.3958
0.2034
0.0085
0.2246
0.1583
0
0.2667
0.1708
0.0083
0.1750
0.1458
0.0125
0.2458

It can be observed from Table 40 that best performance values are achieved by sensor S3 and fingers F2 and
F5, which are the right and left middle fingers. The evaluation was done for both sessions (indoor and outdoor
combined). The finger vein scanners had problems during the outdoor acquisition due to several reasons:
The first one was the negative influence of the external sunlight on the capturing device. This leads to
overexposed areas at outside regions of the image, where the index and ring finger are located (see Figure
66 for a comparison between indoors and outdoors acquired images). The middle finger, as it is located in
the centre part of the capturing device and depicted in the centre are of the image, is influenced to a much
lower extent. The other problem was the unnatural and uncomfortable position which the data subjects had
to hold during the capturing process. The back window of the car was situated rather high, so especially
smaller people had to bend their arm and hand in order to reach the capturing device which was located
outside the car window. This caused the hand not to lie flat on the sensor surface but tilted, which especially
puts the index and ring finder in an unfavourable position for acquisition. Nonetheless, looking at the middle
fingers for sensor S3 confirms that a competitive recognition performance can be achieved with the finger
vein sensor, even in the outdoor scenario (F5 for sensor S3 worked perfectly, achieving an EER of 0%).Taking
the aforementioned findings into account, we decided to acquire the middle finger in the final finger vein
sensor prototype developed by PLUS, which was used in the demonstrator. The results indicate that to be
able to use all three fingers in an outdoor scenario, capturing devices able to handle unconstraint situations
are necessary.
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Figure 66: Comparison of indoors (left) and outdoors (right) acquired finger vein images.

The comparison scores from sensor S3 and both fingers F2 and F5 will be used to build the distance matrix
for multimodal evaluation.
Tests carried out on 7936 comparisons per pair sensor-finger.
Both for finger and hand veins, three quality measures were tested, namely HSNR, Global, and Wang. These
quality measures are described in Section 3.1.8.2.
The performance obtained by the finger-vein system after applying the quality scores, is reported for the
sensor and fingers that achieved the best performance. The quality scores are combined with the verification
scores with multiplication, this scheme achieved better performance compared to simple sum and the use
of Minmax score normalization prior to multiplication or sum. Figure 67 reports the results for sensor S3 and
finger F2, while Figure 68 reports the results for sensor S3 and finger F5.
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Figure 67: Comparison of the DET curves for the finger-vein system (S3F2) after applying three quality measures.

HSNR: EER = 0.0009; FMR1000 = 0.0085; ZeroFMR = 0.01271.
Global: EER = 0.0339; FMR1000 = 0.3729; ZeroFMR = 0.4322.
Wang: EER = 0.0127; FMR1000 = 0.0339; ZeroFMR = 0.0381.
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Figure 68: Comparison of the DET curves for the finger-vein system (S3F5) after applying three quality measures.

HSNR: EER = 0; FMR1000 = 0; ZeroFMR = 0.
Global: EER = 0.0329; FMR1000 = 0.2542; ZeroFMR = 0.3625.
Wang: EER = 0.0034; FMR1000 = 0.0083; ZeroFMR = 0.0208.

Hand veins results
In this Section, the results of the performance assessment of the hand vein verification method are reported.
The method is tested with 6 different sensors and on 2 hands per subject, the left and the right hand of
course, indicated by H1 and H2, respectively.
The six sensors are:
-

S1: Trans-illumination, palmar;

-

S2: Trans-illumination, dorsal;

-

S3: Reflected Light 850 nm, palmar;

-

S4: Reflected Light 850 nm, dorsal;

-

S5: Reflected Light 950 nm, palmar;

-

S6: Reflected Light 950 nm, dorsal.

The DET curves for the system are presented in Figure 70. The plots are grouped by sensor, for each plot the
DET curves for the two hands are showed. The corresponding performance values are reported in
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Table 41. The performance of the 2019 evaluation is much lower compared to the 2018 one. The main cause
is again the combined evaluation of the outdoor and indoor session. Same as for the finger vein sensor, the
unfavourable position and pose the data subjects had to maintain during the acquisition process leads to all
kinds of pose variations rather than hands that are positioned flat on the sensor surface (see Figure 69 for a
comparison of an indoor and outdoor sample). The best performance values in terms of EER are achieved by
sensor S6. However, by considering FMR1000 and ZeroFMR, sensor S2 achieves much better results
compared to S6. Considering that for the target application (automatic border control), FMR1000 and
ZeroFMR metrics are more important than EER (given that the objective is to minimize the number of
imposter travellers crossing the border), sensor S2 is selected for further evaluation in the multimodal
system. Scores from both H1 and H2 will be used to create the distance matrix for multimodal system
performance assessment.

Figure 69: Comparison of indoors (left) and outdoors (right) acquired hand vein images.
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Figure 70: DET curves for the hand vein system. Six sensors and 2 hands per subject are tested.
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Table 41: Hand-vein system performance assessment results.

Sensor, hand
S1H1
S1H2
S2H1
S2H2
S3H1
S3H2
S4H1
S4H2
S5H1
S5H2
S6H1
S6H2

EER
0.2100
0.2832
0.1385
0.1746
0.1203
0.1443
0.1128
0.1152
0.1154
0.1586
0.0991
0.0988

FMR1000
1
0.9821
0.2277
0.3571
0.6339
0.5223
0.8304
0.6250
0.5759
0.4732
0.6563
0.7813

ZeroFMR
0.2768
0.4866
0.9018
0.6696
0.9732
0.9777
0.8214
0.8214
0.9598
0.9643

Tests carried out on 7440 comparisons per pair sensor-hand.

The performance obtained by the hand-vein system after applying the quality scores, is reported for the
sensor that achieved the best performance. The quality scores are combined with the verification scores with
multiplication, this scheme achieved better performance compared to simple sum and the use of Minmax
score normalization prior to multiplication or sum. Figure 71 and Figure 72 report the results for sensor S2
and hands H1 and H2, respectively.

Figure 71: Comparison of the DET curves for the hand-vein system (S2H1) after applying three quality measures.

HSNR: EER = 0.1338; FMR1000 = 0.2455; ZeroFMR = 0.2991.
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Global: EER = 0.1842; FMR1000 = 0.9598; ZeroFMR = 0.9777.
Wang: EER = 0.1247; FMR1000 = 0.4330; ZeroFMR = 0.5714.

Figure 72: Comparison of the DET curves for the hand-vein system (S2H2) after applying three quality measures.

HSNR: EER = 0.1780; FMR1000 = 0.3795; ZeroFMR = 0.6384.
Global: EER = 0.1964; FMR1000 = 0.9643; ZeroFMR = 0.9643.
Wang: EER = 0.2095; FMR1000 = 0.3840; ZeroFMR = 0.4330.

4.1.1.8

Anthropometrics

Regarding anthropometrics, the method tested here is the same used for the first evaluation and described
in Section 3.1.9. The performances achieved for the walk-through scenario are illustrated in terms of DET
curve in Figure 73. The performance values are reported here:
-

EER = 0.0298;

-

FMR1000 = 0.1159;

-

ZeroFMR = 0.3514.

Tests carried out on 40660 comparisons.
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Figure 73: DET curve for the anthropometrics system.

The performances obtained after applying the quality scores described in Section 3.1.9.3 are illustrated by
the DET curve in Figure 74. The corresponding performance values are reported in Table 42.
Table 42: Performance values for the anthropometric system when applying the quality scores.

Multiplication
Sum
Minmax + multiplication
Minmax + sum

EER
0.0308
0.0303
0.4360
0.0437

FMR1000
0.1878
0.5028
0.9953
N/A

ZeroFMR
0.3654
0.7878
0.9953
N/A
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Figure 74: DET curve for the anthropometrics system after applying the quality scores

4.1.2

Multimodal performance assessment

In order to perform an evaluation able to correctly model the inter-class and intra-class variability, a data
augmentation technique is tested and reported in this Section. As it can be observed from the single-modality
performance assessment reported in the previous Section, the number of comparisons on which each
biometric modality is tested can vary a lot (e.g. 128160 for 3D face in the walk-through scenario versus 7440
comparisons for hand veins). This is due to various factors, including the complexity of acquiring certain
biometric traits compared to others, and the necessity of including more variations for certain biometric
traits (e.g. face has a large intra-class variability that must be modelled).
For multimodal evaluation, two problems had to be addressed:
1) different number of comparisons per pairs of subjects;
2) missing scores.
Regarding 1), let s1 and s2 be two subjects to be compared. For both subjects, Eh = 4 and Th = 4 hand vein
samples and Ef = 4 and Tf = 20 face samples were collected, where E and T indicate the enrolment and test
samples, respectively. For hand veins, there will be Eh × Th = 4 × 4 = 16 comparisons, while for face Ef × Tf = 4
× 20 = 80 comparisons. To perform multibiometric evaluation, the 16 comparison scores from hand veins
would be matched with only 16 comparison scores from face and the 64 remaining scores would be
unutilized. Also, the total amount of comparisons would be limited by the lower bound defined by the
biometric modality with less comparison scores, leading to less reliable results.
Exact matching of the comparison scores from different modalities is what has been done for the first
multimodal evaluation held in 2018 and reported in Section 3. In that case, performances were assessed on
only 1406 comparisons.
For this new multimodal evaluation, it has been decided to overcome problem 1) by artificially creating
independent observations by randomly selecting comparisons scores from the available pool of scores from
the different modalities, so that:
For each comparison of si with sj, where i = 1, 2, …, I is the number of enrolled subjects, and j = 1, 2, …, J is the
number of test subjects, the list of comparison scores from each biometric modality is obtained. From each
list, a single score is randomly selected to represent the output of the modality for this trial. In this way, it is
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possible to obtain any number of trials, each of which is composed by a vector of comparison scores coming
from the different modalities.
However, for some comparisons of si with sj, the list of comparison scores from one or more modalities may
be empty. In this case we run into problem 2) of missing scores.
The problem of missing scores will be addressed later.

4.1.2.1

Data augmentation

In this Section, the performances obtained from data augmentation are first compared to the original singlemodality performances to demonstrate data augmentation reliability and then used in multimodal
evaluation.
Figure 75 and Table 43 report the DET curves and the performance values obtained by the single-modality
systems on the augmented data, respectively. In this case, the distance matrices are obtained by simulating
a system with 10 enrolment samples and 40 test samples per subject, for a total of (10×38) × (40×38) = 380
× 1520 = 577600 comparisons. It should be noted that the samples sizes of genuine scores and imposter
scores are highly imbalanced in this database. This is quite common for biometric databases and reflects the
real application conditions where the enrolment is only performed once (or few times to update the
enrolment samples over time) and thus the enrolment samples are much less than the tests samples
collected every time that the user accesses the system. Byon et al. [62] demonstrated that when the class
sizes are highly imbalanced, classification methods tend to strongly favour the majority class, resulting in very
low detection accuracy of the minority class. When performing data augmentation, the proportion of genuine
scores and imposter scores is then fixed at 1:4 in the following experiments.
As can be seen from the DET plots, the curves obtained from the augmented data are very similar to the ones
obtained on the original data. This is also confirmed by the values reported in Table 43. From the table, it can
be noted that for finger and hand veins, the comparison scores were randomly selected from the scores from
both left and right hands and produced values, as expected, are in the range defined by the two score sets.
Since this technique implies random selection, for all the experiments employing data augmentation,
performance assessment is carried out on 5 augmented matrices per modality and the results are then
averaged.
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Figure 75: DET curves of the single modality systems tested on the score matrices obtained with data aougmenation.
(a) 3D face in walk-through scenario; (b) 3D face in drive-through scenario; (c) Thermal face; (d) Finger veins; (e) Hand
veins; (f) Anthropometrics; (g) 2D face NIR; (h) 2D face RGB; (i) periocular VIS; (l) periocular NIR.
Table 43: Performance value comparison of the original single-modality score matrices versus the data augmented
ones.
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EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR

EER
FMR1000
ZeroFMR
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3D face, walk-through scenario
Original
Augmented data
0.0074
0.0075
0.0299
0.0353
0.1003
0.1102
3D face, drive-through scenario
Original
Augmented data
0.0328
0.0216
0.0384
0.0251
0.5830
0.5746
Thermal face
Original
Augmented data
0.1052
0.0828
0.4752
0.3398
0.5555
0.4177
Finger veins
Original
Augmented data
[0.0005, 0]
0.0003
[0.0042, 0]
0
[0.0085, 0]
0.0051
Hand veins
Original
Augmented data
[0.1385, 0.1746]
0.1580
[0.2277, 0.3571]
0.2827
[0.2768, 0.4866]
0.5436
Anthropometrics
Original
Augmented data
0.0298
0.0247
0.1159
0.1037
0.3514
0.3375
2D face VIS
Original
Augmented data
0.0179
0.0219
0.0518
0.0513
0.0956
0.0963
2D face NIR
Original
Augmented data
0.0705
0.0752
N/A
N/A
N/A
N/A
Periocular VIS
Original
Augmented data
0.4828
0.5450
N/A
N/A
N/A
N/A
Periocular NIR
Original
Augmented data
0.3837
0.5613
N/A
N/A
N/A
N/A

Walk-through scenario performances
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In this Section, the results obtained by multimodal fusion on the augmented data (577600 comparisons) are
reported. For the walk-through scenario, the biometric traits involved, which are evaluated here, are 2D face
VIS, 2D face NIR, 3D face, and anthropometrics.
For these tests, when a score is missing for one biometric trait, the entire tuple is removed from the score
matrix, meaning that the corresponding (si, sj) comparison is removed. In this case, no scores were missing
from the anthropometrics system. After removing the tuples corresponding to the 2D and 3D face missing
scores, the final number of comparisons is 302400. In the following Section, a technique to replace missing
score is testes to avoid reducing the number of comparisons.
The reason why it has been decided not to use a training phase to learn the fusion weights is that the data
are already limited in size (only 38 different subjects) and splitting the database in training, development,
and test sets, would have led to poorly reliable performances. Also, the Minmax normalization scheme
followed by the simple sum of scores has been observed to result in reasonable improvement in matching
accuracy of a multimodal biometric system [64]. This scheme is tested along with weighted sum.

Figure 76: Walk-through scenario fusion evaluation. 2D face VIS, 2D face NIR, 3D face, periocular VIS,
periocularNIR,and anthropometrics systems are fused using Minmax normalization and simple sum.

Figure 76 illustrates the DET curve of the walk-through system when fusing all six biometric traits. The
corresponding performance values are the following:
-

EER = 0.0372;

-

FMR1000 = 0.5069;

-

ZeroFMR = 0.9093.

Test carried out on 302400 comparisons.
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Figure 77: Walk-through scenario fusion evaluation. 2D face VIS, 2D face NIR, 3D face, and anthropometrics systems
are fused using Minmax normalization and simple sum.

The periocular system is the one with worst performance, as reported in Section. Thus in the following
experiment, the fusion of 2D face VIS, 2D face NIR, 3D face, and anthropometrics is analysed. When fusing
the four systems with Minmax normalization and simple sum, the performance values obtained are the
following:
-

EER = 0.0118;

-

FMR1000 = 0.0248;

-

ZeroFMR = 0.0863.

The DET curve for the fused system is showed in Figure 77.
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Figure 78: Walk-through scenario fusion evaluation. Three of the four systems are fused using Minmax normalization
and simple sum

EER = 0.009509, FMR1000 = 0.107938, ZeroFMR = 0.419729
EER=0.009509, FMR1000=0.107938, ZeroFMR=0.419729.
EER = 0.008784, FMR1000 = 0.022417, ZeroFMR = 0.03395
EER=0.008784, FMR1000=0.022417, ZeroFMR=0.033958
The fusion of 3D face and anthropometrics is further investigated as these two biometric traits provide the
best performance. Figure 79 illustrates the DET curves obtained from the biometric fusion of 3D face and
anthropometrics. Different weights have been tested and applied to the scores coming from the two systems
before summing them. In the plots, W1 and W2 are the weights given to the 3D face and anthropometrics
scores, respectively. After removing the tuples corresponding to the 3D face missing scores, the final number
of comparisons is 336000.
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Figure 79: Walk-through scenario fusion evaluation. The 3D face and anthropometrics systems are fused using
weighted sum. W1 and W2 are the weights given to the 3D face and anthropometrics scores, respectively.

Table reports the performance values associated to the DET curves in Figure. Best performance in terms of
EER is achieved with W1 = 0.8 and W2 = 0.2. However, the best FMR1000 is obtained for W1 = 0.3 and W2 =
0.7 and the best ZeroFMR is achieved with W1 = 0.1 and W2 = 0.9. It is interesting to notice how the ZeroFMR
is much improved after fusion compared to the ZeroFMR of the single modalities.
Table 44: Performance values for walk-through scenario biometric fusion.

W1 = W2 = 0.5
W1 = 0.4; W2 = 0.6
W1 = 0.3; W2 = 0.7
W1 = 0.2; W2 = 0.8
W1 = 0.1; W2 = 0.9
W1 = 0.6; W2 = 0.4
W1 = 0.7; W2 = 0.3
W1 = 0.8; W2 = 0.2
W1 = 0.9; W2 = 0.1

EER
0.0087
0.0080
0.0076
0.0092
0.0163
0.0077
0.0066
0.0063
0.0067

FMR1000
0.0170
0.0135
0.0117
0.0146
0.0204
0.0218
0.0242
0.0284
0.0304

ZeroFMR
0.1076
0.1030
0.0932
0.0842
0.0612
0.1111
0.1134
0.1127
0.1102

The experiment is repeated on a larger matrix obtained from data augmentation by simulating a system with
15 enrolment samples and 60 test samples per subject, for a total of (15×38) × (60×38) = 570 × 2280 =
1299600 comparisons. This is done to verify that the results hold also on a larger number of comparisons,
making the assessment more reliable. Only the weight combinations that obtained best performance are
tested. The results are shown in Figure 80 and Table 45. Once the tuples corresponding to missing scores are
removed, the total number of comparisons is 756000.
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Figure 80: Walk-through scenario fusion evaluation. The 3D face and anthropometrics systems are fused using
weighted sum. W1 and W2 are the weights given to the 3D face and anthropometrics scores, respectively. Results
obtained on 756000 comparisons.

Table 45: Performance values for walk-through scenario biometric fusion. Results obtained on 756000 comparisons.

W1 = 0.3; W2 = 0.7
W1 = 0.1; W2 = 0.9
W1 = 0.8; W2 = 0.2

EER
0.0069
0.0156
0.0063

FMR1000
0.0141
0.0206
0.0274

ZeroFMR
0.1187
0.0550
0.1068

Drive-through scenario performances
In this Section, the results obtained by multimodal fusion on the augmented data (577600 comparisons) are
reported. For the drive-through scenario, the biometric traits involved, which are evaluated here, are 3D
face, finger veins, hand veins, and thermal face.
For these tests, when a score is missing for one biometric trait, the entire tuple is removed from the score
matrix, meaning that the corresponding (si, sj) comparison is removed. In this case, many scores were missing.
After removing the tuples corresponding to missing scores, the final number of comparisons is 75600. In the
following Section, a technique to replace missing score is testes to avoid reducing the number of
comparisons.
The DET curves obtained by fusing the four systems using Minmax normalization and simple sum are
illustrated in Figure 81. The system is tested on two data augmented matrices. The first matrix is obtained by
using 10 enrolment samples and 40 test samples per subject and the resulting performance values are
EER=0.0030, FMR1000=0.0102, ZeroFMR=0.0227. The second matrix is obtained by comparing 15 enrolment
samples with 60 test samples and the obtained performance values are EER=0.0030, FMR1000=0.0104,
ZeroFMR=0.0286. After removing the tuples corresponding to missing values, the total number of
comparisons for the second matrix is 170100.
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In this multibiometric system, finger veins have way better performances compared to the other biometric
traits, thus the best performance are obtained by giving weighs equal to zero to all other biometric traits. For
this reason, the case in which the answer from the finger vein system is missing is analysed in more detail.

Figure 81: DET curves for the drive-through scenario biometric fusion. The system is tested on two matrices obtained
via data augmentation: “E10 T40” indicates a matrix obtained using 10 enrolment samples and 40 test samples per
subject; “E15 T60” indicates that 15 enrolment samples and 60 test samples per subject were used.

The case in which only the hand vein and the thermal face systems provide a comparison score is analysed
first. The DET curves obtained by using different combinations of weights are presented in Figure 82. Table
46 reports the corresponding performance values. W1 and W2 are the weights given to the hand vein and
thermal face scores, respectively. Best EER is obtained when using simple sum (same weights), while best
performance in terms of FMR1000 and ZeroFMR is obtained for W1 = 0.6 and W2 = 0.4.
Table 46: Performance values for drive-through scenario biometric fusion when only hand vein and thermal face
systems provide a score.

W1 = W2 = 0.5
W1 = 0.4; W2 = 0.6
W1 = 0.6; W2 = 0.4
W1 = 0.7; W2 = 0.3
W1 = 0.3; W2 = 0.7

EER
0.0705
0.0742
0.0728
0.0801
0.0823

FMR1000
0.1378
0.1580
0.1357
0.1484
0.1969

ZeroFMR
0.1792
0.2037
0.1768
0.2039
0.2479
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Figure 82: Walk-through scenario fusion evaluation. The hand veins and thermal face systems are fused using
weighted sum. W1 and W2 are the weights given to the hand vein and thermal face scores, respectively.

The case in which only hand vein, 3D face, and thermal face provide a score is analysed and the performances
obtained are illustrated by the DET curves in Figure 83 and the corresponding performance values are given
in Table 47. Best performance is achieved when simple sum is used.

Table 47: Performance values for drive-through scenario biometric fusion when only hand vein, 3D face, and thermal
face systems provide a score.

W1 = W2 = W3 = 0.33
W1 = 0.3; W2 = 0.4; W3 = 0.2
W1 = 0.3; W2 = 0.5; W3 = 0.2
W1 = 0.2; W2 = 0.6; W3 = 0.2
W1 = 0.2; W2 = 0.7; W3 = 0.1

EER
0.0248
0.0261
0.0305
0.0348
0.0419

FMR1000
0.0596
0.0682
0.0763
0.0983
0.1309

ZeroFMR
0.1268
0.1352
0.1353
0.1876
0.2285
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Figure 83: Walk-through scenario fusion evaluation. The hand veins, 3D face, and thermal face systems are fused
using weighted sum. W1, W2 and W3 are the weights given to the hand vein, 3D face, and thermal face scores,
respectively.

4.1.2.2

Missing scores

As mentioned before, for some biometric traits in the PROTECT multimodal dataset v2 and for some
comparisons of si with sj, the score may be missing. Various factors can result in incomplete score vectors in
multibiometric systems: (a) failure of a matcher to generate a score; (b) absence of a trait during acquisition;
(c) sensor malfunction; or (d) during enrolment, all necessary biometric traits may not be available.
In this section, the results obtained by using a technique for missing score replacement are reported. The
technique is presented Ding and Ross in [63]. Several techniques are tested on a multimodal database, but
the best performing one is the K nearest neighbour (KNN) imputation scheme. The idea is to predict the
missing scores of a multimodal system from the k most similar (nearest) tuples.
Let D be the score matrix:
𝑥11 𝑥12
𝑥1
𝑥21 𝑥22
𝑥2
𝐷= ( ⋮ )=(
⋮
𝑥
𝑥𝑛
𝑛1 𝑥𝑛2

⋯
⋱
⋯

𝑥1𝑝
𝑥2𝑝
⋮ )
𝑥𝑛𝑝

Where 𝑥𝑖𝑗 denotes the comparison score from the jth modality of the ith user.
Euclidean distance d is considered to find the KNN:
𝑑(𝑥𝑖 , 𝑥𝑗 ) =

∑

(𝑥𝑖ℎ − 𝑥𝑗ℎ )2

ℎ ∈ 𝑂𝑖 ∩𝑂𝑗

Where Oi = {h| the hth variable of the ith observation is observed}. In other words, only the mutually observed
variables are used to calculate the distance between observations.
The KNN algorithm is described as follows:
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1) For each observation 𝑥𝑖 , apply the distance function d to find the k nearest neighbour vectors in D;
2) The missing variables 𝑥𝑖𝑚𝑖𝑠𝑠 are imputed b the average of the corresponding variables from those knearest neighbours.
KNN imputation does not require the creation of a predictive model for each variable, and so it can easily
treat instances with multiple missing values [63]. This is the case for the score matrices used for these
experiments, for some instances, multiple values may be missing.
The value of k is set to 5 as suggested in [63]. The choice of a small k may produce a deterioration in the
performance of the classifier due to overemphasis in a few dominant instances in the estimation process of
missing values. On the other hand, a neighbourhood of large size would include instances that are
significantly different from the instance containing the missing values [63].
KKN imputation is then used to replace missing values in the data-augmented score matrices. Thus, all the
following results are obtained on 577600 comparisons.

Walk-through scenario performances
After replacing the missing scores with KNN imputation, biometric fusion for the walk-through scenario is
performed using Minmax normalization and simple sum of the comparison scores.

Two tests were carried out. The first test uses the original score distribution of the systems. As can be seen
from Figure 84, even if the six distributions are normalized in the range [0, 1], the anthropometrics scores
are concentrated near 0. The performance obtained by fusing the original distributions is:
-

EER = 0.0678;

-

FMR1000 = 0.5516;

-

ZeroFMR = 0.9651.

An improvement in performance is obtained by the second test where the scores from each system are
multiplied by a value m to make the distributions having mean equal to 0.5:
𝑚=

0.5
𝜇𝑖

Where 𝜇𝑖 is the mean of the ith score distribution and i = 1, 2, 3, …, 6. Figure 85 illustrates the distribution
after mean correction. The improved performance values are:
-

EER = 0.0433;

-

FMR1000 = 0.4217;

-

ZeroFMR = 0.9148.

Figure 86 shows the DET curves for the two tests.
Compared to the performances obtained in Section 4.1.2.1, the results obtained after missing score
imputation are much worse. This is probably due to the fact that the percentage of missing scores is too high
to reliably use this technique.
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Figure 84: Walk-through scenario score distributions.

Figure 85: Walk-through scenario score distributions after mean correction.
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Figure 86: Walk-through scenario fusion evaluation. The 3D face and anthropometrics systems are fused using
Minmax normalization and simple sum. The plot compares the fusion of the original score distributions with the
fusion of the distributions after correcting the distribution mean.

Tests carried out on 577600 comparisons, 10 gallery samples and 40 probe samples per subject.

Drive-through scenario performances
The same tests are repeated for the drive-through scenario. The first test uses the original score distribution
of the finger vein, hand vein, 3D face, and thermal face systems. Figure 87 shows the original score
distributions. The performance obtained by fusing the original distributions is:
-

EER = 0.0171;

-

FMR1000 = 0.0664;

-

ZeroFMR = 0.4882.

An improvement in performance is obtained by the second test where the scores of all systems are multiplied
by a value m to make all distributions have mean equal to 0.5:
𝑚=

0.5
𝜇𝑖

Where 𝜇𝑖 is the mean of the ith score distribution and i = 1, 2, 3, 4. Figure 88 illustrates the distribution after
mean correction. The improved performance values are:
-

EER = 0.0158;

-

FMR1000 = 0.0664;

-

ZeroFMR = 0.5387.

Figure 89 shows the DET curves for the two tests.
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Compared to the performances obtained in Section 4.1.2.1, the results obtained after missing score
imputation are much worse. This is probably due to the fact that the percentage of missing scores is too high
to reliably use this technique.

Figure 87: Finger vein, hand vein, 3D face, and thermal face score distributions.

Figure 88: Finger vein, hand vein, 3D face, and thermal face score distributions after mean correction.
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Figure 89: Drive-through scenario fusion evaluation. The finger vein, hand vein, 3D face, and thermal face systems
are fused using Minmax normalization and simple sum. The plot compares the fusion of the original score
distributions with the fusion of the distributions after correcting the distribution mean.

4.1.2.3

Quality scores

As reported in Section 4.1.1.7 the HSNR quality measure for finger and hand veins has reported best
performance compared to the other quality measures proposed for finger and hand veins but also compared
to the quality measures proposed for the other biometric traits.
The following experiment aims at evaluating the performance of the drive-through scenario when HSNR
quality measure is integrated in the multimodal system. The DET curve of the system is illustrated in Figure
90 and compared to the original (no quality scores) system. The performance values are reported in Table
48.
Table 48: Performance value for drive-through scenario fusion with and without quality assessment.

Original
With quality scores

EER
0.0030
0.0027

FMR1000
0.0102
0.0084

ZeroFMR
0.0227
0.0250
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Figure 90: DET curve for the drive-through system before and after applying the quality scores. Minmax normalization
and simple sum are used for fusion.

4.2

Scenario evaluation

On the occasion of the land border demonstration held in Ketrzyn, Poland, on 27 th-28th June 2019, both
demonstrators, namely the walk-through and the drive-through corridors, were deployed. This allowed
testing both systems and recording the information needed (system logs and manually annotated
information) to perform the scenario evaluation.
According to standard ISO/IEC 19795 Part 2: “Testing methodologies for technology and scenario evaluation”,
scenario evaluations evaluate sensors and algorithms by processing of samples collected from Test Subjects
in real time. Scenario evaluation is intended for measurement of performance in modelled environments,
inclusive of Test Subject-system interactions.
The test crew is composed by 10 subjects. The limited number of subjects is due to several factors listed
below:
-

Number of available smartphones for testing = 10;

-

Collecting the necessary information for evaluation (e.g. genuine or imposter attempt) required
specific training on how to set certain flags on the PROTECT app on the smartphones;

-

Some of the information (e.g. reason of system failure) was not automatically reported by the system
logs making necessary to manually take notes and consequently requiring a high level of
collaboration of the volunteers that were often asked to wait before proceeding with the following
tests.

This has not allowed, for instance, using the system logs produced by the stakeholders that had the
opportunity to test the system during the demonstration events.
The schedule defined for the tests is reported in Appendix II.
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Enrolment kiosk

The enrolment kiosk was located indoor, in the Polish border guard training centre. The environmental
conditions are reported in Table 49.
Table 49: Enrolment kiosk demonstration location description.

Type of facility
Environment
Temperature
Humidity
Weather
Lighting

Training centre
Indoor
20°
60%
Cloudy with light rain
Artificial and natural

The enrolment kiosk allows enrolling all biometric traits to be used in both the walking- and the drive-through
demonstrators. The system allows to skip the enrolment of one or more biometric traits if any problem occurs
during their acquisition, and to complete the transaction. Thus, in Table 50, the failure to enrol rate (FTE) is
reported for each biometric trait, separately. For each biometric trait, the enrolment transaction is
considered failed after three attempts.
The test crew is composed by expert and non-expert users, where a user is considered non-expert if they
have never used the system before. Non-expert users completed enrolment in an average time of 2’41’’.
Expert users completed enrolment in an average time of 1’59’’. Figure 91 reports the enrolment time.
Table 50: Failure to enrol (FTE) rate. *Due to a disconnected cable. Evaluation performed on 15 transactions and 10
users.

Biometric trait

FTE

2D face in visible light
2D face in near infra-red light
Thermal face
Periocular in visible light
Periocular in near infra-red light
Finger veins
Anthropometrics
2D face on mobile phone

0%
0%
0%
0%
0%
13%*
13%
0%

Figure 91: Average enrolment transaction time. Evaluation performed on 15 transactions and 10 users.

Table 51 reports the additional information manually annotated and referring to system failures, transaction
time, and general observations regarding the enrolment transactions. Such information is not only useful for
performance assessment but also to highlight possible aspects of the system to be improved.
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Table 51: System log addendum reporting some information regarding the enrolment tests

Traveller ID

#1
#9
#5
#6

All biometric traits
successfully
enrolled?
Y
Y
Y
N

#4

N

#2
#4

Y
Y

#6

N

#6

N

#10

Y

#10

N

#10
#8
#7
#3

Y
Y
Y
Y

4.2.2

If not, why?

Time

Notes

Anthropometrics
enrolment failure
Anthropometrics
enrolment failure
-

01:56:00
02:30:00
01:55:00
01:55:00

Non-expert user

02:29:00

People in background slowed
initial face authentication
Lots of face repositioning needed
for the initial authentication
Finger module failure due to a
disconnected cable
Finger module failure due to a
disconnected cable
Non-expert user. Wearing rings.
Some time was lost trying to
adjust the kiosk height with the
dedicated button.
Without rings.

01:54:00
02:04:00

Finger
veins 02:36:00
module failure
Finger
veins 3:13:00
module failure
03:20:00

Timeout in reading 00:55:00
passport
02:13:00
01:51:00
01:54:00
01:56:00

-

Without rings.
-

Walk-through scenario evaluation

The walk-through demonstrator was deployed indoor, in the Polish border guard training centre in Ketrzyn.
The anthropometrics biometric capture area (BCA) was placed in a corridor just before the room hosting the
other BCA, as illustrated in Figure 92. So that the user can walk through the anthropometric corridor and
then enter the room. In the room, the user can then walk through the bended part of the corridor, which
mounts the other biometric sensors (see Figure 93).
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Figure 92: Walk-through corridor demonstrator setup in the training centre.

Figure 93: Walk-through corridor demonstrator.

The corridor where the anthropometric BCA was placed, was illuminated by artificial, mainly, and natural
light. The room hosting the bended corridor was illuminated by both artificial and natural light, the latter
coming from 3 large windows.
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The temperature in Ketrzyn, on the days when the demonstrators were deployed, ranged from 33° to 20°
Celsius. No sensor malfunctions due to the high temperatures reached were reported. However, the
performances reported here are assessed on data collected at an average temperature of 20° and humidity
of 60%. The environmental conditions are reported in Table 52.

Table 52: Walk-through demonstration location description.

Type of facility
Environment
Temperature
Humidity
Weather
Lighting

Training centre
Indoor
20°
60%
Cloudy with light rain
Artificial and natural

Several use cases were tested: control case (normal cooperative behaviour); imposter case (traveller walking
through the corridor pretending to be another enrolled user, i.e. bringing someone else’s
passport/smartphone); traveller carrying heavy rucksack; traveller wearing a coat; traveller carrying a
suitcase; traveller walking fast / running; traveller looking away / avoiding looking at the sensors.

FMR and FNMR analysis
In the following, the analysis of the FMR and FNMR is reported. FMR and FNMR report the system
performance assessed only considering the match/non-match results output by the multimodal system. The
results do not include failed transactions (see the following Section for FAR/FRR analysis). Table 53 reports
the results in terms of ERR (FMR=FNMR) for each biometric sensor/modality.

Table 53: Results in terms of EER (FMR=FNMR) obtained from the analysis of the system logs recorded during the
evaluation session in Ketrzyn. Performance is reported for each sensor/modality, separately.
Control

Rucksack

Coat

Suitcase

Run

Looking
away

0%

0%

0%

0%

0%

0%

2D face RGB

14.84%

13.25%

0%

21.54%

0%

25.82%

2D face NIR

16.04%

15%

22.50%

12.55%

20.53%

20%

Periocular RGB

41.43%

36.67%

55%

33.64%

36.67%

57.27%

Periocular NIR

55.84%

27.92%

14.29%

28.57%

26.79%

57.14%

Anthropometrics

33.33%

36.67%

83.33%

29.17%

\

38.10%

2D face Veridos
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Table 54: Results in terms of EER (FMR=FNMR) and FNMR @ FMR = 0 obtained from the analysis of the system logs
recorded during the evaluation session in Ketrzyn. Performance is reported for each use case and for the multimodal
system.

Use case
Control
Carrying heavy rucksack
Wearing coat
Carrying suitcase
Walking fast / running
Looking away
Overall

EER
0%
0%
0%
0%
0%
8.60%
1%

FNMR @ FMR = 0
0%
0%
0%
0%
0%
13.33%
13.33%

FAR and FRR analysis
In the following, the analysis of the FAR and FRR is reported. FAR and FRR report system performance
assessed by considering the match/non-match results output by the multimodal system as well as the
transaction failures. Table 55 reports the results in terms of ERR (FAR=FRR) for each biometric
sensor/modality.

Table 55: Results in terms of EER (FAR=FRR) obtained from the analysis of the system logs recorded during the
evaluation session in Ketrzyn. Performance is reported for each sensor/modality, separately.
Control

Rucksack

Coat

Suitcase

Run

Looking
away

2D face Veridos

12.55%

14.56%

16.67%

15.49%

11.67%

12.55%

2D face RGB

13.81%

14.17%

19.17%

23.33%

12.22%

27.62%

2D face NIR

18.20%

24.26%

24.26%

17.65%

24.26%

28.04%

Periocular RGB

44.16%

40.23%

47.73%

36.36%

35.42%

50%

Periocular NIR

52.28%

36.93%

37.50%

40.18%

38.35%

59.82%

Anthropometrics

23.61%

45%

25%

25%

\

46.43%

Table 56: Results in terms of EER (FAR=FRR) and FRR @ FAR = 0 obtained from the analysis of the system logs recorded
during the evaluation session in Ketrzyn. Performance is reported for each use case, and for the multimodal system.

Use case
Control
Carrying heavy rucksack
Wearing coat
Carrying suitcase

EER
11.76%
10.88%
11.76%
15.88%

FRR @ FAR = 0
11.76%
64.71%
11.76%
11.76%
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Walking fast / running
Looking away
Overall
4.2.3

10.88%
16.72%
11.49%

11.76%
23.53%
64.71%

Drive-through scenario evaluation

The drive-through demonstrator was deployed outdoor, in the Polish border guard training centre in Ketrzyn,
as illustrated in Figure 94. The verification module allows travellers to be authenticated from within their
vehicle. The module adjusts its height according to the position of the passenger's face. In this case, the
biometric traits variability is given by the positioning of the car with respect to the verification module, by
the height of the vehicle, as well as by the lighting changes.

Figure 94: Drive-through corridor demonstrator.

The environmental conditions in which the tests were carried out are reported in Table 57. During the
presentation of the demonstrator to the stakeholders, a burst of heavy rain hit the demonstrator who did
not report any damage or malfunctions.
Table 57: Drive-through demonstration location description.

Type of facility
Environment
Temperature
Humidity
Weather
Lighting

Training centre
Outdoor
20°
60%
Cloudy with light rain
Natural
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Different tests were carried out, including: single passenger; two passengers; imposter case. The
performance assessment is reported in the following and is carried out on all collected data.
FMR and FNMR analysis
In the following, the analysis of the FMR and FNMR is reported. FMR and FNMR report the system
performance assessed only considering the match/non-match results output by the multimodal system. The
results do not include failed transactions (see the following Section for FAR/FRR analysis). Table 58 reports
the results in terms of ERR (FMR=FNMR) for each biometric sensor/modality.

Table 58: Results in terms of EER (FNM=FNMR) obtained from the analysis of the system logs recorded during the
evaluation session in Ketrzyn. Performance is reported for each sensor/modality, separately, and for the multimodal
system after applying the fusion weights.

EER

2D face Veridos
0.0735

Thermal face
0.5588

Finger veins
0.0882

2D face on mobile
0.0588

All + weights
0

FAR and FRR analysis
In the following, the analysis of the FAR and FRR is reported. FAR and FRR report system performance
assessed by considering the match/non-match results output by the multimodal system as well as the
transaction failures. Table 59 reports the results in terms of ERR (FAR=FRR) for each biometric
sensor/modality.

Table 59: Results in terms of EER (FAR=FRR) obtained from the analysis of the system logs recorded during the
evaluation session in Ketrzyn. Performance is reported for each sensor/modality, separately, and for the multimodal
system after applying the fusion weights

EER
4.2.4

2D face Veridos
0.0694

Thermal face
0.5417

Finger veins
0.0833

2D face on mobile
0.0556

All + weights
0

Transaction time and throughput

The transaction time for the two systems is reported in Figure 95. The average transaction time for the air/sea
border system is of 21’’. The average transaction time for the land border system is of 31’’.

Figure 95: Average transaction time for the demonstrators.

The walk-through PROTECT system is tested with multiple travellers walking through the BCA simultaneously.
The maximum throughput is of 3 users about seven seconds apart. Tests were carried out to prove the
PROTECT system suitable for wheelchair users (see Figure 96).
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Figure 96: Pictures from the performance evaluation session held in Ketrzyn on the occasion of the Land Border
Demonstration.

5

Summary/Conclusion

The document reports two evaluations campaigns held in 2018 and 2019. Section 3 Biometric systems
performance assessment 2018, presents the “technical performance testing” on the PROTECT multi-modal
database v1 for baseline performance assessment. The biometrics collected in the first version of the
PROTECT DB include: 2D face VIS, 3D face, thermal face, iris VIS, periocular VIS, finger/hand/wrist veins, voice,
and anthropometrics. State-of-the-art methods and/or ad hoc developed techniques are tested.
Table 60 summarizes the best results obtained for single-modality systems.
Table 60: Summary for single-modality performance assessment.

Biometrics
2D Face VIS
3D Face RGB
3D Face Depth
Thermal Face
Iris VIS
Periocular VIS
Finger Veins
Wrist Veins
Hand Veins
Anthropometrics

ZeroFMR [%]
39.49
0
100
72.13
65.25
35.33
56.8
25.05
0.24
18.66

FMR1000 [%]
24.82
0
100
73.91
45.96
31.96
11.83
19.89
0.25
4.44

Fusion results are presented in Table 35.
Since the first data collection, there have been a number of additions biometrics selected for the
demonstrators, specifically NIR versions of face and periocular, and these have been evaluated in the second
evaluation campaign that considers the biometric data acquired in the second version of the multimodal
database.
Section 4 Biometric systems performance assessment 2019, reports the biometric systems performance
assessment based on the data in the PROTECT multimodal dataset v2, as well as the scenario evaluation of
the two demonstrators deployed within the project.
Section 4.1 reports the results of the technical system performance evaluation. Several experiments are
carried out on the PROTECT database to evaluate the single modalities independently as well as the
multimodal system. Regarding multimodal fusion, the biometric traits are grouped according to the two
application scenarios, namely the walk- and the drive through scenarios.
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Single-modality performances are summarized in Table 43.
For multimodal performance assessment, two techniques are tested in order to provide reliable results: data
augmentation and missing score imputation. The results obtained adopting these two approaches are
described in section 4.1.2.1 and 4.1.2.2, respectively.
Finally, Section 4.2 presents the scenario evaluation of the system. Realistic data in the form of system logs
have been collected from the walk-through and drive-through demonstrator deployed in Ketrzyn, Poland, on
the occasion of the Land Border Demonstration.
The reason for not including voice evaluation is due to unforeseen resource issues. Voice (speaker
recognition) is one of the biometrics indicated in the concerns expressed by the EU review panel: “The project
may consider reducing some tasks which may not be essential for the project, such as the speaker
recognition, […]” (From the Review Report following the Review meeting held in Brussels on 10/11/2017).
The assessment of vulnerability such as presentation attack detection is not within the scope of this
document and will be included in a specific deliverable, namely “D7.5 Biometric systems vulnerability
analysis”.
International standards have been and will be adopted for performance evaluation, including: ISO/IEC 19795,
ISO/IEC 29794, ISO/IEC TR 24722:2015, ISO/IEC 30107.
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Performance evaluation protocol

PROTECT performance assessment (D7.4)
DEADLINE: 10 MAY 2019
THIS EVALUATION MUST BE PERFORMED ON THE NEW DATABASE PROTECT DB V2
Description: PROTECT biometric systems performance assessment to be reported in D7.4.
If you want, you can send me only the matrix described in the paragraph “Multimodal (fusion) evaluation”
and I will compute your single-modality performance from it. Otherwise, if for any reason you want to
compute the single-modality performance by your own (e.g. you want to test more approaches), please
follow the guidelines listed in the paragraph “Single-modality evaluation”.

Single-modality evaluation:
In the following, some recommendations are provided in order to have similar and comparable evaluations
for all biometric traits.
Recommendations:
1. Use samples from both sessions.
2. If you have collected enrolment samples (i.e. special samples collected in controlled conditions to
be used as enrolment), use them for the Gallery.
3. For any approach that trains a model of the enrolled user, please adopt k rounds cross-validation
by using in turn different recordings for training, validation, and testing.
4. Regarding the cross validation protocol, by default you can use Monte Carlo cross validation, this
protocol is very easy and can be easily adopted for all biometric traits. If you use another crossvalidation protocol (e.g. k-fold, leave-one-out), please specify it in the report.
a. Monte Carlo cross validation: For each ID/subject, the samples to be used for Gallery and
Probe sets (or Training and Testing for Anthropometrics) are selected randomly. Repeat the
process k times and average the results.
The performance metrics to be reported are the following:
-

EER: equal error rate
ZeroFMR: the lowest False Non-Match Rate (FNMR) for False Match Rate (FMR) = 0
FMR1000: the lowest False Non-Match Rate (FNMR) for False Match Rate (FMR) <= 1/1000
DET curve: Detection Error Trade-off curve
o Label for x-axis: “False Match Rate”
o Label for y-axis: “False Non-Match Rate”

Multimodal (fusion) evaluation:
Regarding multimodal evaluation, I would need you to send me the score matrices for your biometric system.
Report the results only for your best performing algorithm (if you have tested more than one approach), the
one that you would propose for the final PROTECT system.
We want to simulate the use of the system in real life. Thus, the enrolled samples (Gallery set) can be limited
to the ones to be stored on the passport (the best quality samples) to be tested against all possible variations
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(e.g. face expressions). If you have collected enrolment samples (i.e. special samples collected in controlled
conditions to be used as enrolment), use them for the Gallery.
For all biometric traits, the matrix’s rows will represent the enrolled (Gallery) users and the columns the user
attempts to be authenticated (Probe).
Example:
You collected M enrolment/gallery samples and N probe samples per ID.
Below, an example of the score matrix to be provided. For the Gallery (rows), use the M enrolment samples
per ID. If some samples are missing for some IDs, please leave the row empty. For the Probe (columns), use
all other samples (those that are not in Gallery) from both sessions S1 and S2.
TEST_S1_ID101_1

…

TEST_S1_ID101_N

TEST_S2_ID101_1

…

TEST_S2_ID101_N

TEST_S1_ID102_1

…

ENR_ID101_1
ENR_ID101_2
…
ENR_ID101_M
ENR_ID102_1
ENR_ID102_2
…
ENR_ID102_M
…

Quality score
Provide the quality score for all samples in the matrix.

Missing scores
Please for the missing score, leave the cell empty or let me know with which value you indicate them.

Naming convention
ENR_IDYYY_Z and TEST_SX_IDYYY_Z:
-

ENR: enrolment/gallery
TEST: test/probe
SX: session X = 1 or 2
IDYYY: there are 38 IDs, the numbers go from 101 to 138
Z: sample number, from 1 to M for Gallery and from 1 to N for Probe (M, N depending on how
many samples you collected).

File format
The score matrix file can be in any format easy to read including .csv, .xls, .mat.
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Test schedule for the scenario evaluation
Test Schedule on Friday and Saturday after Demonstrators

Friday 28th June, 2019
14:00 Test Start Up
14:30 Corridor Enrolment
4Min x 5 subjects 2 mins each enrolment, 2 mins change over
15:00 – 15:50 Corridor Walkthroughs: Individual subject test cases
~ 10 mins per walk through condition (3mins x 3 walks x 5 subjects ~ 50 mins)
1)

Subject walkthrough – general (control case)

2)

Subject is pulling a suitcase

3)

Subject is carrying a big rucksack/bag

4)

Subject wearing coat

5)

Subject walking very fast/running

6)

Subject looking away/down, etc (non-compliant)

7)

Imposter walkthrough

15:50 – 16:00 Corridor Walkthroughs: Multiple subject test cases (free flow)
~ 6 mins per walk through condition (3mins x 2 walks subjects ~ 50 mins)
1)

3 subjects walking close together in tandem – average walk

2)

2 subjects walking side by side

3)

3 subjects - one subject overtaking

4)

3 subjects – free flow - including one imposter

5)

different heights/assisted traveller (e.g. one subject in wheelchair + assistant)

6)

big group free flow (5+3 imposters)– average walk speed

7)

big group free flow (5+3 imposters) – walking/running/lots of overtaking

16:00 – 17:00 – additional tests
17:00 – pack up

Saturday 29th June, 2019
9:00 – Vehicle test set up
9:30 – 10:10 Vehicle Enrolment - 8 subjects
~ 5 mins x 8 subjects ~ 40 mins
10:15 – 11:00 Vehicle Verification
~ 5 mins x per vehicle x 3 drive-through = 15 mins x 3 vehicles = 45 mins
1)

Vehicle 1 – single occupancy in vehicle
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11:00 – 11:30 - extra time/pack up
Test closes

If we run the tests in parallel then the times for the vehicle session would be as follows:
14:00 – Vehicle test set up
14:30 – 15:10 Vehicle Enrolment - 8 subjects
~ 5 mins x 8 subjects ~ 40 mins
15:15 – 16:00 Vehicle Verification
~ 5 mins x per vehicle x 3 drive-through = 15 mins x 3 vehicles = 45 mins
4)

Vehicle 1 – single occupancy in vehicle

5)

Vehicle 2 – two subjects in vehicle

6)

Vehicle 3 – four subjects in vehicle

16:15 – Progress checkpoint
Both test teams catch up and we can decide how much time we need for further testing the day after.
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Security Sensitivity Assessment

Pervasive and UseR Focused BiomeTrics BordEr ProjeCT
(PROTECT)
H2020 – 700259

Security Sensitivity Assessment

Publication number:
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Publication title:
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Publication type:

Deliverable
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Objective
This form is related to the Security Sensitivity Assessment procedure which will assure that no sensitive
information will be included in the publications and deliverables of the PROTECT project.
Security sensitive information means here all information in whatever form or mode of transmission that is
classified by Council Decision on the security rules for protecting EU classified information (2011/292/EU)
and all relevant national laws and regulations. The information can be already classified, or such that it should
be classified.
In practice the following criteria is used:
-

Information is already classified
Information may describe shortcomings of existing safety, security or operating systems
Information is such, that it might be misused.
Information that can cause harm to
o European Union
o a Member State
o society
o industry and companies
o third country
o citizen or an individual person of a country.
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Assessment form for the main author
Please fill in the form below:
This is:

pre-assessment

□

final assessment

x

List the input material used in the publication/deliverable:
ISO/IEC 19795-1:2006; ISO/IEC TR 24722:2015; ISO/IEC 30107
List the results developed and presented in the publication/deliverable:
In this document the “technical performance testing” on the PROTECT multi-modal database is reported. The
aim of this first database evaluation, is to define the baselines that will guide the development and testing of
the biometric recognition methods to be used in PROTECT final system. The biometric systems are first
evaluated individually to assess single-modality baselines. Then, a preliminary multimodal evaluation has
been carried out by grouping the biometrics according to the PROTECT demonstrators.
International standards have been adopted but every reported text from the standards comes from publicly
available parts of the corresponding documents (e.g. ISO/IEC 19795-1:2006 preview
https://www.iso.org/obp/ui/#iso:std:iso-iec:19795:-1:ed-1:v1:en) .
The draft publication

□ is attached to this statement
x can be found in link:
https://emdesk.eu/shared/5d5e646e27a14-0cde6c3933b36eea617f70ae74bd0a58
This publication does not include any data or information that could be interpreted as
security sensitive.

x True
□ Not sure
If not sure, please specify what are the material / results that you are not sure if they are security sensitive?
Why?
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Comments from the SAB member

x The publication can be published as it is.
Comments:

□ Before publication the following modifications are needed.
-
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23 August 2019

Name:
On behalf of the Security Advisory Board
(SAB)
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